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1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

I1esbr0 0CBOEHMSI JUCLUILUIMHEI ABIsETCA (POPMUPOBAHUE CIEAYIOIIMX KOMITETEHIIM:

— OIIK-2 — Cnoco0OeH MpUMEHATh MPOTrpaMMHBIE CPEACTBA CUCTEMHOTO M MPUKIIATIHOTO
Ha3HAuY€HU, B TOM 4YHUCIE OTEYECTBEHHOIO IPOU3BOJACTBA, JUIS pELICHHs 3ajaad
po(hecCHOHATTLHOM e TEIbHOCTH

— OIIK-10 — CnocobeH aHamMM3UPOBAaTh TEHJIEHIIMHA PAa3BUTHS METOJOB M CPEACTB
Kpunrorpaguyeckord 3amuTsl WH(GOpPMAIMK, HCIOJIb30BATH CPEICTBA KPHUMITOTpapuuecKon
3alUThl HH(GOPMALMY IIPU PEIIEHUH 3a/1a4 TPO(ECCUOHAIbHON AEATEIbHOCTH.

— OIIK-13 — CnocoGen pa3pabaTbiBaTh KOMIIOHEHTHI MPOTPAMMHBIX M IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aIUThl MH(GOPMALMK B KOMIBIOTEPHBIX CHCTEMax U MPOBOAUTH aHAIU3
uX 0€30M1aCHOCTH.

— IIK-2 — Cnoco6eH pa3pabarbiBaTh TpeOOBaHUS K IPOrPaMMHO-AMINAPATHBIM CPEACTBAM
3alUThl UH)OPMAIIMH KOMITBIOTEPHBIX CUCTEM H CETEH.

—IIK-3 — CnocobGeH npOeKTHUPOBaTh MPOTPaMMHO-ANIapaTHbIE CPEACTB 3alUThI
MH(pOpMalMU KOMIIBIOTEPHBIX CUCTEM U CETEH.

Pe3ynpTaTramMu OCBOEHUS TUCLMILIMHBI SBISIOTCS CIEAYIOIINE UHIUKATOPBI JOCTH)KEHUS
KOMITETECHIINN:

NOIIK-2.2 OnpenensieT nopsiIOK HACTPOMKHM M 3KCILUTyaTalMy MPOTPAMMHBIX CPEJICTB
CUCTEMHOI'O U MPUKIAJAHOIO Ha3HAYEHUH, B TOM YHCJIE OTEYECTBEHHOI'O IPOU3BOJICTBA,
UCTOJIb3YEMBIX Ul PELICHUs 3a1a4 IpOoPeCcCHOHANIbHOMN e TeTbHOCTH.

NOIIK-2.3 ®opmynupyeT NpeUIOKEHUs] MO0 NPUMEHEHHI0 HPOrpaMMHBIX CpEJCTB
CHUCTEMHOI'0 U MPUKIAJAHOTO Ha3HAYEHUH, B TOM 4YHCIE OTEUYECTBEHHOIO MPOU3BOJICTBA,
MCIOJIb3YEMBIX JIJISl peLIeHUs 3a7a4u Ipo(eCCUOHAIbHON JEATEIbHOCTH.

NOIIK-10.1 OcymecTBiaser aHaau3 TEHACHUUN pa3BUTHUSA METOAOB U CPEACTB
KpUnrorpadgpuyeckon 3amuThl THPOPMALIUH.

HOIIK-10.2 TIpumensieT cpeacTBa KpunTorpaduueckord 3amuThl HHPOPMAUH IIPH
pelIeHnH 3a/1a4 MpoPecCHOHANBHOM 1eATEIbHOCTH.

NOIIK-13.1 Ilpeanpuaumaer He0OXOAUMBIE JIEHCTBUS MO COOPY M aHAINU3Y MCXOIHBIX
JAHHBIX JJI MPOEKTHUPOBAHUS KOMIOHEHT MPOrPaMMHBIX M MPOTpaMMHO-aNIapaTHBIX CPE/ICTB
3alIUThl UHQOPMAIMK B KOMITBIOTEPHBIX CHCTEMAX.

NOIIK-13.2 Onpenensier napaMeTpbl (PYHKIIMOHUPOBAHUS, apXUTEKTYPY U MHTEpPQEICHI
KOMIIOHEHT MpPOTPaMMHBIX M TPOrpaMMHO-aNNapaTHBIX CPEACTB 3allUThl HWH(pOpMAalMU B
KOMIIBIOTEPHBIX CHCTEMAX.

NOIIK-13.3 [IpoBOOUT aHaIM3 KOMIIOHEHT MPOTrPaMMHBIX U IPOrpaMMHO-aIapaTHBIX
CPEICTB 3alIUThl MH(GOPMAIMM B KOMIBIOTEPHBIX CHCTEMaxX C LEIbIO ONpEAENCHUS YPOBHS
o0ecreynBaeMoil MU 3aIUIIEHHOCTH U JJOBEPHUS.

NIIK-2.1 Ompenensier yrpo3bl 0€30MaCHOCTH M MX BO3MOXKHBIE HMCTOYHUKHU, KaHaJIbI
yTE€UKH UH(OpMAIIH.

NIIK-2.2 Pa3pabarbiBaeT MaTeMaTUYECKUE MOJIEIH, peallu3yeMble B CPEACTBAX 3aLUThI
uHpOpMaLIUH.

NIIK-2.3 [IpoBoauT WCCiENOBaHUS C IEIBI0 HAXOXIACHUS HauOoyiee IeIeco00pasHbIX
NPAaKTUYECKUX PEIIeHUH 1Mo 00ecreueH o 3auThl HH(pOpMaIim.

NIIK-3.2 Pa3paboTka MNpOEKTOB MPOTrpaMMHBIX M ammapaTHBIX CPEICTB 3alllUThI
UH(OPMALIUU B COOTBETCTBUU C TEXHUYECKUM 3aJ[aHUEM.

2.3ana4m 0CBOCHUA TUCHHUIIMHBI

— CdhopmupoBaTh y CTYIEHTOB CHOCOOHOCTh aHAIM3UPOBATh TEHACHIIUU Pa3BUTHUSA
METOZIOB M CpPEACTB KpHUNTOTpapuuecKol 3aliuThl HMHPOpPMAlWMU, B YaCTHOCTH JaThb
npeJcTaBieHne 0 0a30BbIX MOHATUAX U 3a/1ayax Kpunrorpapuu, MeTo1ax KpUITorpaduyeckoro
aHaJn3a, 03HAaKOMUTh C COBPEMEHHBIMH CTaHIapTaMH B 00J1aCTH KpUNTOrpaduu.



3. MecTo AUCHHUILUINHBI B CTPYKTYpe 00pa3oBaTe/IbHON NPOrpaMMbl

JlucuMIuiiHAa OTHOCHUTCS K 00sI3aTCIBHOM 4YacTH 00pa3oBaTEbHOM IPOrpPaMMBI.
Hucuurninuna Bxoaut B Moayiib "Crnennanuzanus'.

4. Cemectp(bl) ocBOeHHs M (popMa(bl) MPOMEKYTOUYHOM ATTECTANUM 10 JUCHUIIJIMHE

CenpMoii ceMecTp, IK3aMEH
BocbsMoii cemecTp, sK3ameH

5. Bxognble TpeﬁoBaHl/Iﬂ AJIsi OCBOCHHUA JUCHUIIJIHUHBI

JUis  yCHEIIHOro OCBOGHMsI JUCLUIUIMHBI TpeOYIOTCS pe3yiabTaTbl OOydeHHUs 110
CIICAYIOINIMM JTUCHMIUIMHAM: SI3blkM mporpammupoBanusi, Mudopmaruka, Bsenenue B
MaTeMaTuky, /luckperHas mareMaruka, Teopus BEpOSTHOCTEH M MaTeMAaTHYECKas CTaTUCTHKA,
Maremarnueckas JIOTMKa U TEOpUs aIrOpUTMOB, J(HUCKpeTHAas MaTtemMaTuka, Teopus aBTOMAroB,
Teopus undopmanuu, Teopus uucen, OOmas anredpa, TeopHst BEIYMCIUTENLHONU CIOXKHOCTH,
[TpodeccuonanpHbIi epeBo]] CELUAIBLHON JTUTEPATYPHI.

6. s3Ik peaqmzanuu

Pyccknii

7. O0beM TUCHHILIAHBI

OO6m1ast Tpy10€MKOCTh IUCIHUIUIUHBI COCTaBISIET 9 3.€., 324 4acoB, U3 KOTOPHIX:
-JIEKIUK: 64 4.
-naboparopusie: 16 u.
B TOM YHCJIe IPaKTHYECKas MOATOTOBKa: 16 u.
-IpakTUYEeCKue 3aHATUs: 48 u.
B TOM YHCJIE IPAKTUYECKask MOAroToBKa: 32 u.
O06beM caMOCTOATENIbHON pabOThI CTY/IEHTA ONpeeNieH YI4EOHbBIM IJIAHOM.

8. Coaepikanue TUCHHUILVINHBI, CTPYKTYPHPOBaHHOE 110 TEMaM

Tema 1. BBenenue B kpunrorpaduio
OcHOBHBbIE MOHATHUSA U 334U KpUOTOrpaduu.
Kpunrorpaduueckuii ananusz. cropus kpunrorpaduu.

Tema 2. [1Iudpel 3aMeHbI U TEPECTAaHOBKH

[udpset 3amensl. Kpunroananus mmppoB 3aMeHBI.

HIudps! nepectanoBku. Kpunroananus mu@pos nepecTaHOBKH.
udpe! 3ameHbl U nepecTaHoBKU. PoTopHbIE mH)pHI.

Tema 3. AGCOIIOTHO CTOMKHE HTU(PPBI

BepositHocTHas moiens mudpa no K.IllenHony.

Heo6xoauMeble 1 1OCTaTOYHBIE YCIOBUS A0OCOMOTHOM CTOMKOCTH THdpa.
ATtaka Ha ocHOBe mHUdpTEKCTA.

Tema 4. biiounsie muppbI

[IpuHnumns! noctpoenus. bazossie onepannn. Cets Peiictens. SP-ceTs.
Mugp DES. Hupp I'OCT 28147-89 («Marmay). [llugp AES.
VYupomennsie mudpel DES 1 AES. [ludp «Ky3ueunk».

Tema 5. [loTounble MU PHI



Cxema norouHoro mudpa. ['enepaTopsl ceBIOCTYYaHBIX YHCEIL.
KomOunupyromuit u punstpyromuii reaeparopsl. udp AS. [udp RC4.
Tema 6. Accumerpuunsie mudpsi

OnnocroponHss pyHkums ¢ gaszeikoit. [Ilugp RSA.

Mudp Dnap-I'amans. CeolicTBa mudpa Inb-I"amans.

[udp [lamupa. Ataku Ha RSA.

Tema 7. ludposas nmoanucey

udposas noanuce RSA, Dnp-I'amans, DSS.
ATtaku Ha HUQPPOBBIE MOANNCH.
HudpacTpyKTypa OTKPHITBIX KIHOUEH.

Tema 8. Kpuntorpadpuyeckue GpyHKINN XEMIUPOBAHUSI.
NmuToBcTaBka. beckitoueBbie U KIHOUYEBbIE XAII-PYHKIIHH.
Koncrpyknus Mepkia-Jlamrapna. Koracrpykmus I'yoka. Ctpu6or.
SHA. MD4. HMAC. Ataku Ha X31I-(QyHKIIHH.

Tema 9. Teopus cekpeTHbix cucteM lllenHoHa.
Anrebpa ceKpeTHbIX cucTeM. BHUIbI CEKPETHBIX CUCTEM.
[Ipumepsl cekpeTHbIX cucTeM. CBOMCTBA CEKPETHBIX CUCTEM.

Tema 10. MeToasl KpunToaHaIM3a.

00630p MeTOI0B KpuliToaHaNN3a. JINHEHHBIM KPUNITOAHATIUS.
Judbdepenumanbupiii kpunroananms. CinaiijoBas aTaka.
Koppensuunonnas araka. Anredpandeckast aTaka.

ATaku 1o moOOYHBIM KaHaJIaM.

Tema 11. ABTomMaTHast kpunTorpagus.

ABTOMATHI KaK KOMIIOHEHTBI KPUITOCUCTEM. ABTOMAaTHbIE IHU(DPCUCTEMBI.
KoHneuHo-aBTOMaTHAas KpUnTocucreMa ¢ oTKpbeIThIM KitouoM (FAPKC).
[ToTouyHbBIE M aBTOMATHBIE HIU(PPCUCTEMBI.

Tema 12. CpeanctBa kpunrorpaguueckoi 3auTsl THGOpMaIUH.
00630p cpenacTB KpunTorpaduyecKoi 3amuThl UHOOPMALIUH.
Kpunrokonrerinepsl. Kpunronposaiiaepst. VPN-Duro3sl.

9. Tekymmii KOHTPOJIb O TUCHUIINHE

Tekymmii KOHTPOJb MO TUCHHILIMHE MPOBOJUTCS IYyTEM KOHTPOJS IMOCENIaeMOCTH,
BBITIOJIHEHUST  JTAOOPAaTOPHBIX PaOOT/KOHTPONBHBIX 3alaHuil M Qukcupyercs B  (opme
KOHTPOJILHON TOYKH HE MEHEE OJIHOTO pa3a B CEMECTp.

[TpakTHyeckas MOArOTOBKA OLIEHUBACTCA IO Pe3yJIbTaTaM BBIIOJHEHHBIX MPAKTHUYECKUX
1 1ab0opaTopHBIX PadoT.

HpI/IMCpBI TUTIOBBIX BAPpUAHTOB KOHTPOJIbHBIX 3aJIaHUM:

e 3ammdpoBars cBoro (amuimio apduHHBEIM mMdpom, mmdpom Buxenepa, mudppom
Xwuia, MoKa3blBasi KOPPEKTHOCTH BHIOPAHHBIX KITFOUEH.

e Hcnone3ys  CrypTool-Online  (https://www.cryptool.org)  moacuuMTaTh  4YacTHBIC
XapaKTepUCTUKU MPOU3BOJILHOIO OOJBIIOr0 OTKPBITOTO TEKCTa, 3aiugpoBarh Jr000i
TEKCT C TIOMOIIBIO CIBUTOBOrO IMdpa M MOACYMTATH YACTHBIE XapaKTEPUCTHKH



3amupoBaHHOr0 Tekcra. Jlanee CpaBHUTh C TaKOBBIMH, IOJYYEHHBIMH  JUIS
IPOM3BOJILHOTO OTPBHITOTO TEKCTA, BBIABUHYTH TUIIOTE3Y O TAOJIUIE 3aMEHBI, IPOBEPUTH
THIIOTE3Y, CPABHUB C HICTUHHOW TaONUIIEH 3aMEHBI.

[Toctpouts Tabmuiy mudpoBaHUs MPOU3BOJILHOTO IMK(pa, KOTa MHOKECTBO OTKPBITHIX
(mmmdpoBannbix) TekcroB X=Y={0,1,2}, maoxectBo kmoueii K={0,1,2}. PeanuzoBarp
araKy Ha OCHOBE IIU(PTEKCTa, MPH yCIOBUHU, YTO BCE KIIFOUM PAaBHOBEPOSITHBI, HO CpeIn
OTKPBITBIX TEKCTOB €CTh CHJIBHO BEPOATHBIA TEKCT. ONpenenuTh Mpu NepexBare KaKkoro
M (POTEKCTA MOTYIACTCS HAWITYUIINI BapHaHT BOCCTAHOBJICHHUS OTKPBITOTO TEKCTA.
CreHepupoBaTh MPOU3BOJIBHBIN OTKPBITHIN TeKCT (8 Out) u kimtod (10 O6ur). Berauciauts
muppoBaHHBIA TeKCT (8 OUT), KOTOPBIM IMOJy4aeTcss TOCIe TIEPBOTO payHaa
ynpomennoro Bapuanta DES (Simplified DES). Ilpu 53ToM mpeacraButh Bce
IIPOMEXYTOYHBIE PE3yJAbTaThl BHIYMCICHUIN KaK MPU T€Hepallui payHIOBBIX KIIOYEH, TakK
U TPU BBIUMCICHUM 3HAYCHHWI payHI0BOM (yHKIMHU, T.€. mocie Kaxjaoro P-Omoka, S-
omoka, XOR.

CrenepupoBaTh MPOU3BOJIBHBIA OTKPBITHIA TekcT (16 Out) u payHaoBbld Kiarou (16
6ut). Beruncnuth mudpoBanHbiii TeKCT (16 OUT), KOTOPBIN MOTy4YaeTCs MOCIE MEPBOTO
paynna ympoineHHoro Bapuanta mudpa AES (Simplified AES). [Ipu stom mpenctaBuTh
BCE NPOMEXKYTOUHBIE PEe3YyJbTaThl BBIYMCICHUH, T.€. MOCIE KaXJ0ro mpeoOpa3oBaHUs
SubNibbles, ShiftRows, MixColumns, AddRoundKey.

[TocTpouts nceBaOCTYyYalHYIO MOCIE0BATENILHOCTh HEOOIBIION UIMHBI, BHIOPAB Mable
MPOU3BOJIbHBIE MMapaMeTpbl reHepaTopa (MOAyNb, HadajdbHble 3HAYEHUE M T.M.) H
UCIIONIB3YSl QJITOPUTM CEepeAMHbl KBaJpara, JHHEWHBI KOHTPYIHTHBIA Te€HepaTop,
aAIUTUBHBIN reHepaTop PuOOHAYYM, MHBEPCHBIM KOHTPYIHTHBII T'e€HepaTop, PErucTp
CIIBUTA C JIMHEWMHOU 00paTHOM CBA3BIO, TEHEPATOP C KBAPATUYHBIM OCTATKOM.
BbIUMCIUTE HECKONBKO AJIEMEHTOB ICEBAOCIyYalfHOW MOCIEIOBATEIIBHOCTH MpHU
IPOM3BOJBLHO BBIOPAaHHOM KIIOYe, KOIJja B KayecTBE TI€HEpaTopa HCHONIb3yeTcs
ynpoieHHbiii BapuaiT RC4 (4 sueiiku BMecto 256). B pemieHunm mnpeincraBuTh BcCe
MIPOMEXYTOYHBIE PE3YIIbTAThI BEIYUCIICHUH.

Peanu3oBare araky Ha mnoamuch RSA mo BeIOpaHHOMY HIM(POTEKCTY, KOraa MpU
HNOANUCHIBAHUM Y IM(GPOBAHUM HUCMOJIB3YEeTCS OAMHAKOBBIM KIIIOY, IepexBadeH
M POTEKCT M M3BECTEH OTKPBITHIA KITFOY OTIIPABHUTENSI COOOIICHHS, a TpeOyeTcs: HaluTH
WCXO/IHBIA OTKPBITHIM TEKCT 03 3HaHUS 3aKPBITOTO KIF0Ua: BHIOpATh mapameTpsl mudpa,
BBIUUCIIUTH OTKPBITYI0O M 3aKPBITYIO OKCIOHEHTHI, 3amu(poBaTh MTPOU3BOIBHBIN
OTKPBITBIA TEKCT, TPOBECTH HEOOXOMUMBIE BBIYMCICHHS CO CTOPOHBI aTaKYIOIIETO,
NOJNKMCAaTh 3aMacCKMPOBAaHHOE COOOIIEHHE AaTaKyloIlero, MpPOBECTH (puHaANbHBIE
BBIYUCIICHHSI CO CTOPOHBI aTaKYIOIIETr0 U BOCCTAHOBUTBH OTKPBITHIN TEKCT.

PeanuzoBare araky Ha mmdp Onb-l'amans Ha ocHOBe mHM@pPTEKCTa, KOrga  IpU
MK (POBaHUM PA3TUYHBIX COOOIICHUI MCIIONB3YETCsl OTHO U TOXKE 3HAYEHUE CIy4YaiHOM
BEJINYMHBI: ONpPENENINTh, YTO HAJ0 3HATh aTaKyIoLIeMy, BbIOpaTh mapameTpsl Imugpa,
BBIYUCIUTh OTKPBITBIM M 3aKPBITHIA KIIOYM, 3amKd(poBaTh HEOOXOAUMOE KOJIMYECTBO
IPOM3BOJILHBIX OTKPBITHIX TEKCTOB, MPOBECTH BBIYMCICHHUS CO CTOPOHBI aTaKyIOIIETo,
yOeuTCs B MPaBUILHOCTHU PE3y/IbTAaTOB aTaky.

[Tpumep TUIIOBOTO BapuaHTa Jab0OpaTOPHOI paboThI:



e BrnoiaHUTh JIMHEHHBIH KPHUNTOAHANIHM3 Y4eOHOro OjodHOro mwudpa. Y4yeOHBIN
mudp U METOAMKA BBIMOJTHEHHUS J1TaOOpaTOpHOM pabOThI TpencTaBlieHbl B KHHre baOeHko
JLK., NmykoBa E.A. CoBpeMeHHbIE aJIrOpUTMbI OJOYHOTO MHUMPOBAHUS U METOABI HX
anamuza. — M: T'emnoc APB, 2006. — 376c¢. I'maBa 9. JlaGopaTopHo-ipakTHYEeCKHE pabOTHI
(cTp.206-280).

e BrmonauTh auddepeHmanbHblii aHamu3 yaeOHoro 00uHoro mmdpa. YdeOHsblid
mu@p U METOAMKA BBIMOIHEHUs paboThl mpezctasieHbl B kHure badenko JLK., Mirykosa
E.A. CoBpemeHHbIE aNrOpUTMBI OJ0YHOTO MU(GPOBAHKS U METOABI X aHanu3a. — M: ['enuoc
APB, 2006. — 376¢. I'naBa 9. JIaboparopHo-nipakTrdeckue padboTsl (cTp.206-280)

Brimonnenne naboparopHoii paboThI/KOHTPOIBHOTO 3ajaHus onieHuBaercs B 100 6amios:

0-20 CryneHT He pa3OupaeTcs B 3ajaue, HE 3HACT METOJIOB PEIICHHUS, HE OTBEYACT, JTMOO
OTBEYAET, HO C TPYOBIMH OIIMOKaMU Ha BOIPOCHI IIPENoAaBaTes.

21-40 Cryment cnabo paszOupaercsa B 3ajgade, IJIOXO 3HAET METOAbl PEIIeHUs, He
OTBEYaeT, MO0 OTBEYALT, HO C ONTMOKAMH Ha BOTIPOCHI ITPETIOIaBATEIS.

41-60 CtyaeHT B 1IeJIOM YAOBIETBOPUTENILHO pa30oupaeTcs B 3a7a4e, UCIOIb3yeT METOIbI
pelieHus Mpyu MOJACKa3Ke MperoaaBaressi, OTBEUaeT Ha BOIPOCHI HEYBEPEHHO, HO C HETPyObIMHU
omubkamu. [Ipeacrapnser paboTy Ha 3aIIUTE YAOBIECTBOPUTEIBHO.

61-80 CtyneHT B 1eJIOM YyBEpPEHHO pa3z0upaeTcss B 3a7adye, 3HAET M HCIOJIb3YET
METOJIbl PEIIEHUs TMPAKTHYECKH CaMOCTOSTEIBHO, OTBEYAEeT HA BOIPOCHI C 3aMEYaHHUSIMHU.
[Ipencrapisier paboTy Ha 3aUIUTE B 1[EJIOM XOPOIIO, C 3aMEUaAHUSIMH.

81-100 CtyneHT oOTIMYHO pa3dupaeTcs B 3ajade, 3HAET U HCIOJB3YeT METOJbI
pelIeHusi CaMOCTOsTEIbHO, OTBEYACT Ha BOMPOCH! yBepeHHo. [Ipeacrarnser paboTy Ha 3amiuTe
OTJIMYHO, YBEPEHHO.

JlomyckoMm /10 sKk3aMeHa sipnsieTcs BeimonHeHne 80% mabopaTropHbIX pabOT/KOHTPOIBHBIX
3a/IaHMi, C OIEHKOM 3a Kax Iyt He MeHee S0 6aioB.

10. ITopsinok npoBeeHUsI H KPUTEPUH OLCHUBAHUS NIPOMEKYTOYHOM aTTECTALIUH

DK3aMeH B CE€JbMOM/BOCBMOM CEMECTPE MPOBOJIUTCS B YCTHOW/MHMCbMEHHOHN (opMme ¢
UCIIOJIb30BAaHUEM TI€pEeYHs] KOHTPOJIBHBIX BONPOCOB/OMIETOB MO Kypcy. Cxema BOIPOCOB
9K3aMEHa JIOJDKHA COOTBETCTBOBAaTh KOMIIETEHTHOCTHOM CTPYKType JUCHMIUIMHBL [lpu
OLIECHUBAaHMM  HEOOXOJUMO MPOJAEMOHCTPUPOBATH JIOCTHKEHHE BCEX 3aIUIAHUPOBAHHBIX
UHAUKATOPOB — pE3yJabTaTOB 00ydeHMs. Pe3ynpTaThl SK3aMe€Ha ONPENENSIOTCS OLEHKaMu
COTJIIMYHOY, «XOPOLIO», «yIOBIETBOPUTEIBHOY, «HEYIOBIETBOPUTEIBLHO.

[IpumepHBIii TepeueHs OUNETOB K dKk3aMeny (7 ceMecTp):
buner 1.

1. Kpunroananns. OcHOBHbIE KpUNITOAHATUTUUECKNE aTAKH.
2. Hludp DES: obmas cxema, pyHKIHs mudpoBaHUs, TeHEpAIUsI PayHIOBBIX KIHOUEH.

burer 2.
1. Kpunroananus. IIpaktuyeckas u TeopeTndeckasi CTOMKOCTH.
2. udpp I'OCT 28147-89 (Marma): obmias cxema, GpyHKIMS MHU(PPOBaHUs, TeHepaIus

PayHIOBBIX KITIOUECH.

buner 3.



1. Opranusaiysi CEKPETHOM CBSA3U C HCIIOJIb30BAaHHEM CHMMETPUYHOT0, ACHMMETPHYHOTO,
ruOpHUIHOTO (KOMOMHHUPOBAHHOTO) MHU(PPOBAHHUS.

2. Iudp AES: obmas cxema, 6a3oBbie onepanuu (Sub Bytes, Shift Rows, Mix Columns,
Add Round Key).

buier 4.

1. Ayrentudukarus cooOmeHni Ha 0a3e KMUTOBCTaBKH/IIU(POBO MOITUCH.
2. PexxuMbl UCTIONB30BaHUS OJ0YHBIX MU(POB (CleIUIeHre, OJ0YHas TaMMa, IMUTOBCTABKA).

buner 5.

1. udpst npocroii 3amensl. [udp Liesaps. Capurossrii mmdp.
2. CpaBaenue 6mounbix mudpoB 'OCT 28147-89 u DES.

buier 6.

1. YacToTHBIN KpUIITOAHAIN3 HIK(POB MPOCTOM 3aMEHBI.
2. BeposraoctHas mozens mudpa o K.Illennony. Ataka Ha OCHOBE HIH(PTEKCTA.

buner 7.

1. [udps maOTrOaNdaBUTHOM 3amensl. [ngp Bmwkenepa.
2. Ao6comoTHO croiikue mudpel. Teopema IllenHOHA.

buier 8.

1. Kpunroananu3 mm¢ppoB MHOroanpaBuTHoi 3ameHnbsl. Meroa Kacucku.
2. Ao6comoTHO cTolikue mu@psl. JlaTHHCKUI KBajgpar.

buer 9.

1. IIudps MHOrO3HAUHOI 3amensl. [1Indp nponopuroHaibHON 3aMEHBI.
2. Tlpunuuns! noctpoeHus 6aounbix 1mmdpos. Cers Deiictens. SP-ceTp.

buier 10.

1. Honurpammusie mmdpsl. [Hudp Xumna.
2. Mapupytable nepectaHoBku. [Iudp BepTHKanbHON EepecTaHOBKU.

buner 11.

1. Kpunroananu3 muppoB BEPTUKATHLHON MEPECTAHOBKH HAa OCHOBE 3alPETHHIX OUTpamMM.
2. Tlorounsie mudpsl. KomOuHMpyromuit 1 GUIBTPYIOLUIUI TeHePaTOPHI.

bumner 12.

1. udps rammuposanus. [udp Bepuama. OgHOpa30BbIii GJI0KHOT.
2. Tlorounsle mudpsl Ha 0a3e PerucTpPOB CABUTA C JIMHEWHOM 00paTHOM CBS3BIO.

buner 13.



1. Kpunroananu3 mugpa raMMUpOBaHHS IIPH MEPEKPHITUSX.
2. TpeGoBaHus, NperbsABIIEMble K KPUIITOTpaQUUECKUM FreHepaTopaM ICceBIOCTYyYaliHbIX
YHCEIL.

buner 14.

1. CHUHXpPOHHBIN U CAMOCHUHXPOHHU3UPYIOLIUICS MOTOYHBIN MHUPHI.
2. udp Dnp-T'amans.

bumer 15.

1. Tlorounsie mudpsl. 'enepatop ['edde.
2. Iudp RSA. KoppekrHocts RSA.

buier 16.

1. Totounsie mmdpsr. RC4.
2. CaoiictBa mudpa Inb-I'amans.

buner 17.

1. TIlotounsie mmdpsl. AS.
2. Iudp RSA. Ataxu na RSA.

buier 18.

1. OnnoctopoHH:s QyHKIMA. TpH KaHAMIATa HA OHOCTOPOHHIO (DYHKITHIO.
2. Hudposas nognuck. OTka3 oT aBTOpCcTBa. IIpUnucsiBaHre aBTOPCTBA.

buier 19

1. AcummerpuuHblii mu@p. ATaka MOJIMEHBI OTKPBITOrO KIIOYa.
2. Iudposas noamnuce RSA.

buier 20.

1. Araku Ha HU(QPOBYIO MOAIMKUCH.
2. ®ynkuunu xemmposanus. Koncrpykius Mepkia-Jlamrapaa.

bumner 21

1. Hudposas noanucey Ib-I"amarns.
2. Oynknuu xemupoBanus. Korncrpyknus ['yOka.

buner 22.

1. TpeboBanus Kk KpunTorpaguueckum X31I-QyHKIUIM.
2. Acummerpuunsiit mugp. Hudp Mamupa.

bumner 23.

1. Araka Ha OCHOBE «I1apaloKca JHEN POKICHUI»



2. HHppacTpyKTypa OTKPBITHIX KIIOUEH.
buner 24.

1. PerucrpoBoe nmpencrasnenue ¢pynkuuu cxatuss MD4 (5) u SHA-1(2)
2. CpaBHenue uppOBOH MOAIMUCH C PYKOITUCHOHN TOIITHUCHIO.

bumer 25.

1. JIuHeHbI KOHTPYIHTHBIN TeHEPaTOp, aIMTUBHBIN reHepaTop. CBOMCTBAa T€HEPATOPOB.
2. Xenr-pynkuus Ctpubor: ob1mas cxema, QYHKIUS CKATHSL.

buner 26.

1. Torounsie mmdpsl. 'eHepaTop ¢ KBaApaTHYHBIM OCTATKOM.
2. Kurouessle Xaui-QpyHkuuu Ha ocHoBe OeckitoueBbix. HMAC.

[IpumepHBIii IepeueHb BONIPOCOB K SK3aMeHy (8 cemecTp):

l. Cxema cekpeTHOM cuctemsl. [IpuMepsl CEKPETHBIX CUCTEM.

2. [TapameTpbl CEKPETHBIX CUCTEM: KOJIMYECTBO CEKPETHOCTH, 00bEM KJIroua U Jp.
3. Anre0Opa CEKpETHBIX CHUCTEM.

4. OHaoMop(dHas cekpeTHas cucTeMa.

5. W aeMnioTeHTHast CEKpeTHasi CUCTEMA.

6. YucThble U CMEIIAHHbBIE CEKPETHBIE CUCTEMBI.

7. CBoOICTBa YUCTBIX CEKPETHBIX CUCTEM.

8. [TonoOHBIE CEKPETHBIE CUCTEMBI.

9. HenanexxHocTb (ycliOBHAsI JHTPONHMSI) KaK TEOPETUYECKAsI Mepa CEKPETHOCTH.
10.  WneanpHas cekpeTHas cCUCTEMA.

11.  ABTOMarhl Kak KOMIOHEHTBI KPUIITOCUCTEM: T€HEPATOPHI KIIFOUEBOTO ITOTOKA.
12.  ABTOMaThl KaKk KOMIOHEHTHI KPUIITOCUCTEM: KOMOAaHEPHI.

13.  ABTOMarhl Kak KOMIOHEHTBI KPUIITOCUCTEM: KJIETOUYHBIE aBTOMATHI.

14.  ABTOMarhl Kak KOMIOHEHTBI KPUIITOCUCTEM: ITypITypHasl MallIMHA.

15.  Hludp 3akpesckoro.

16.  PaBHOCHJIBHOCTH MOTOYHBIX U ABTOMATHBIX HIUPPCUCTEM.

17.  KoHeuHo-aBTOMaTHasi KpUNTOCUCTEMA ¢ OTKPBITHIM KitouoM (FAPKC).

18. Kpunroananus. MeTton «BcTpeda mocepeauHe».

19.  Kpunroananus. {uddepeHunanbHbIil METOA.

20.  Kpunroananus. JIuneiHsIil METOA.

21.  Kpunroanamms. KoppensnnoHHbIN METOA.

22.  Kpunroananus. Aiaredpanyeckuii MeToz.

23. Ataku 1o moOOYHBIM KaHaJIaM.

24. CpenctBa kpuntorpaguueckoi 3amuTsl HHPopmaui. KpunrokoHTelHepsl.
25.  Cpencra kpuntorpaduueckoil 3amutsl nHGopmanuu. Kpunronposaiineps.
26. CpenctBa kpunrorpaguueckoit 3amuTsl HHPopmaruu. VPN-1uio3sl.

KpI/ITCpI/II/I BBICTABJICHHUA OLICHOK:



OTIMYHO - CTYOEHT B COBEPILIEHCTBE OBJIAZENl BCEMU TEOPETUUYECKMMHU BONPOCAMHU
00s13aTeIbHOr0 MaTepualia o paszenam JEKIMOHHOIO Kypca, IIoKa3aj Bce TpeOyeMble YMEHUs U
HaBBIKM MIPY BBIIIOJHEHUH 33J]aHUN Ha J1a00paTOPHBIX/TPAKTHUECKUX 3aHATHSIX.

XOopomIo - CTyAEHT OBJIaZEN 00sA3aTeNIbHBIM MaTepHalloM I10 pasjienaM JIEKIIHOHHOIO
Kypca, BO3MOXXHO C HEKOTOPBIMH HEIOCTAaTKaMH, a TAKXKe IOKa3al Bce TpeOyemble YMEHHS U
HaBBIKU IIPY BBIIOJHEHUH 33JaHUH HA J1a00paTOPHBIX/MPAKTUUECKUX 3aHATHUSIX.

VYIOBIETBOPUTENBHO - CTYIEHT HMMEET HEJOCTAaTOYHO IVIyOOKHE 3HAHUS 110
TEOPETUYECKUM pa3jiesiaM 0053aTelIbHOr0 MaTepualla JUCHMILIMHBI, HO MOKa3al Bce Tpedyemble
YMEHUS ¥ HAaBBIKH [IPH BHIMIOJIHEHUH 33JaHUN Ha J1a00paTOPHBIX/IPAKTUYECKUX 3aHITUSX.

HeynoBneTBOpUTENIBHO - CTYIEHT HMMEET CYLIECTBEHHbIE NPOOEibl IO OTIACIbHBIM
TEOPETUYECKUM pa3/ieiaM CHelHaIbHON NUCIMIUIMHBI WM HE TOKa3zajd TpeOyemble YMEHUS U
HaBBIKU IIPU BBIITOJHEHUH 331aHUH Ha J1a00paTOPHBIX/MPAKTUUECKUX 3aHATHUSIX.

11. YuyeOHO-MeTOANYECKOE O0ecTIeueHne

a) DJNEKTPOHHBIM Y4eOHbI Kypc IO JAUCUUIUIMHE B 3JEKTPOHHOM YHHUBEPCHUTETE
«Moodle»
6) OueHOuHBIE MaTepHagbl TEKYLIEr0 KOHTPOJIS W HPOMEKYTOUHOW aTTecTaluH I10
nucuurmuae (Ipunoxenue 1).
B) [Inan mpakTHYeCKUX 3aHATHH O JUCLUIUINHE.
Pa36op mpumepoB u perieHune 3aaad 1mno Teme mudpbl 3aMeHbI
Pa36op npumepoB u perieHue 3aj1ad o Teme Mudpsl HepecTaHOBKY.
Pazbop nmpumepoB U perieHne 3a1aq 1o TeMe aOCOTIOTHO CTOMKUE MHUDPHI.
Pa36op npumMepoB u perieHue 3ajad o TemMe 6JI0YHbIe LIU(PHI.
Pazbop npumepoB u perieHne 3a1ad 1o TeMe MOTOYHbIC MU (PHI.
Pa36op npumepoB u pelieHue 3a1a4 o TeMe aCCUMETPUYHbIE IU(PBI.
Pa36op nmpumepoB u perieHune 3a1a4 1o treme nudpoBasi MOAMHCH.
Pa3bop mnpumepoB U pemieHue 3agad IO TeMe Kpunrorpaguueckue (QyHKIUH
XETTUPOBAHMS.
r) Meronndeckue yka3aHus 10 MPOBEACHUIO J1a00PaTOPHBIX padoT.
Jln1st BBIOSTHEHUS J1ab0paTOPHOU pabOThI CTYJAEHTY HEOOXOUMO:
1. U3yunTh METOAMUECKUE YKA3aHUS 110 BHITOJHEHHUIO J1a00paTOpHOM paboTHI.
2. Peanu3zoBarb TpeOyeMblil METOJ KPUIITOAHAIN3A.
3. IIpOKOMMEHTHPOBATH MPENOIABATENIO TPOLECC BHIYUCICHUH.
r) Meronndeckne yka3aHus 10 OPraHU3alluN CaMOCTOSTEIbHON pabOTHI CTYIEHTOB.
CamocrodrenbHas paboTa opraHusyercs B cieayromux ¢opmax: pabora co craiiamu
JICKIIMH;, W3YYEHHE BOIMPOCOB, BBHIHOCHUMBIX 32 pPaMKH JICKI[MOHHBIX 3aHSTHH; BBIMOJHEHHUE
KOHTPOJIbHBIX 33/1aHUI; MOJrOTOBKAa K JIAOOPAaTOPHBIM 3aHATHUSAM; IMOJrOTOBKA K PyOEKHOMY
KOHTPOJIIO TI0 Teme/pazneny (arrectanuu). PadoTy co cnmaiimamu (KOHCIIEKTOM) JIEKIIUU
1esecoo0pa3sHo MPOBOANUTH HEMOCPEJACTBEHHO IIOcie ee MpociymuBaHusa. Heo6xoauMbiM
SBIISIETCS TITyOOKOE OCBOCHHE COJCPIKaHUS JICKIIMU W CBOOOTHOE BIIAZICHWE MM, B TOM YHCIIE
UCMOJIb30BaHHOW B HEW TEPMHUHONOTHU. M3ydeHHe BONPOCOB, BBIHOCUMBIX 32 paMKH
JEKIMOHHBIX ~ 3aHATHH,  MpeanojiaraeT  CaMOCTOSTENIbHOC  HM3Y4YCHHE  CTyIEHTaMHU
JIOTIOJTHUTENIBLHOM JuTeparypbl. KOHTpOIbHbIE 3aaHus U 1abopaTopHble paboThl, IPUBEICHHbIE
B ITUTAaHAX 3aHATUH, BBIIOJHIIOTCS CTYJCHTaMH B 00s3aTeNbHOM TMopsake. Meroandeckue
yKa3aHus 00y4aroIMMCsl MO0 OCBOCHMIO JUCIMIUIMHBI: 1IEJI€HANPABICHHO, CUCTEMAaTUYECKH U
IUTAaHOMEPHO paboTaTh CO claiilaMu JIEKLH; U3ydaTh PEKOMEHAYEMYIO JIUTEepaTypy, J00ObIBas
HOBBIE/000011asi TOJTYUYECHHbIE 3HAHUS; TPAaTUTh HE MEHee yaca B JIeHb Ha CaMOCTOSATEIbHYIO
paboTy; KOHCYJIBTHPOBATHCS C TMpErojaBaTesieM IpPH BO3HHUKHOBEHHH BOIPOCOB; AKTHUBHO
UCMOJIb30BaTh Y4eOHO-METONMYEeCKHid KomIiekc Ha 0Oaze Moodle TI'Y; pabGotate c
TeMaTndeckuMu GopyMaMu B ceTH MHTEpHET.
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12. Ilepeyenn y4eOHOIM JuTEPaTyphI U pecypcoB cetn UHTEepHeT

a) OCHOBHas JIUTEpaTypa:

— 3aneunukos C.B., Kazapun O.B., TapacoB A.A. Kpunrorpapudeckue METO/IbI
3amuThl HHGopmanuu - M.: FOpaiit, 2016, 308 c.

—Jlocs A.b.  Kpunrorpaduueckue meronsl 3ammThl nHpopmanuu - M.: FOpaiit,2018,
473 c.

— Psi6ko b.41., ®uonoB A.H. Kpunrorpaduueckue meToas! 3amuTsl nHbpopManuu - M.:
INopsuast JIunusa — Tenexkom, 2014, 229 c.

— ®omnuéB B.M., MensnukoB J{.A. Kpuntorpapudeckne MeTobl 3aUThl HHGOpMaIu
-M.: FOpaiir , 2017, 209 c.

— babam A.B. Kpunrorpadudeckue metoas! 3amutsl nHGopmarmu-M.: PUOP,2019, 413 c.

0) IOTIOHUTENbHAS JINTEpaTypa:

— Andepo  A.Il.,, 3y6oB A.I0., Ky3semua A.C., UYepemymkun A.B. OcHOBbI
kpunrorpaduu. Yuebnoe nocodbue. - M.: 'enmnoc APB, 2002, 480 c.

— bab6enko JI.K., UmykoBa E.A. CoBpemMeHHbIE alITOPUTMBI OJIOYHOTO IMKU(POBAHUS U
MeToabl ux a"anusa -M.: ['ennoc APB, 2006, 376 c.

— Arubanos I'.Il. Koneunsle aBromarsl B kpuntorpaduu // [lpuxnannas TucKpeTHas
maremaruka, 2009, [Tpunoxenue Ne 2, C. 43-73

— ArubanoB I'.Il. M30panHbie TeopeMbl HayalbHOrO Kypca Kpuntorpadgum - Tomck:
HTIJIL, 2005, 116 c.

— Ben6o Mao CoBpemeHHas kpuntorpadus: Teopust u npaktuka - M.: Bumbsmc, 2005,
768 c.

— Hnaiiep bproc Ilpuknagnas xpunrorpadus. [IpoTokonbl, aaropuTMbl, UCXOIHBIE
TekcThl Ha si3bike Cu - M.: Tpuymd, 2002, 816 c.

— Ky3pmunos T.B.  Kpunrorpadbuuyeckue  metoasl  3amuThl  WHOpMaUUUd -
Hosocubupck: Hayka, 1998, 194 c.

B) pecypchbl cetu HTepHeT:

— Kypc "OcnoBsl kpunrorpadun" [Inekrponnsiii pecypc] // Haunonanbablit OTKpBITHINA
VYuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/691/547/info

— Kypc "Maremartuka kpunrorpadguu u Teopus muppoBaHus» [ DIEKTPOHHBIN pecypc] //
Hanumonanehnsiit Otkpeiteiil Yausepcutetr "MHTYUT". URL:
http://www.intuit.ru/studies/courses/552/408/info

— Kypc "Kpunrorpapuueckue ocHOBBI 6e30macHoCTH" [D1eKTpoHHBIHN pecypc] /
Harnmonaneneni Otkpeiteiii YHusepcutetr "MHTYUT". URL:
http://www.intuit.ru/studies/courses/28/28/info

13. Ilepeyens HH(POPMALIMOHHBIX TEXHOJIOTHIl

a) JIMIIEH3UOHHOE U CBOOOJIHO PACTIPOCTPAHIEMOE MPOTPAMMHOE 00ECTICUCHHE:

— OC Windows/Linux, 6pay3zep Firefox/Snnexc

— yOIMYHO J0CTyIHBIE o0nayabie TexHonoruu (Google Docs, SIlnaexc auck u T.11.).
— OecriaTHasi MHTETPUPOBaHHas cpena pazpadorku s Python/C++

— xpunronposaiinep KpunrolIpo CSP

— USB-token JaCarta

0) MHPOPMAITMOHHBIC CIIPABOYHBIE CUCTEMBI:

— OnexTpoHHBIN Katanor Hayunoit 6ubnuorexku TI'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— OnexTpoHHas Oubnuoteka (penozuropuii) TI'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlanp — http://e.Janbook.com/



http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/

— 9BbC Koncynbrant ctynenra — http://www.studentlibrary.ru/
— O6pazoBarenpHas iargopma FOpaitt — https://urait.ru/

— 3bC ZNANIUM.com — https://znanium.com/

— OBbC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuanbHO-TeXHHYECKOe o0ecrevyeHne

Aynuropun JUisi IPOBEACHUS MPAKTUYECKUX U J1a00paTOPHBIX 3aHIATHUM, a TAK)KE 3aHITHIM
JIEKUMOHHOIO THUIIA, WHIMBUIYAJIbHBIX W TPYIIOBBIX KOHCYJbTALIMH, TEKYIIEr0 KOHTPOJS M
IpOMEeXYyTOUHOM arrectanuu. [lomemeHnus Uit caMOCTOATENbHOW pPaOOTHI, OCHAIICHHBIE
KOMITBIOTEPHON TEXHHKOW M JIOCTYIIOM K ceTH VIHTEepHET, B 3JIEKTPOHHYIO WH(OPMAIMOHHO-
o0pa3oBaTeNbHYIO0 Cpealy U K HH(OPMALMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Undopmanus o paspadorunkax

TpenbpkaeB Bagum Huxonaesud, kaHz. TeXH. HayK, JOLEHT, TOLEHT Kadeapbl
KOMIIBIOTEPHON O€30M1aCHOCTH


http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

