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1. Ilesb ¥ UIAHUPYeEMBbIE Pe3Y/JIbTATHI OCBOCHHS JMCIUIIIHHBI

I1esbr0 0CBOEHMSI JUCLUILUIMHEI ABIsETCA (POPMUPOBAHUE CIEAYIOIIMX KOMITETEHIIM:

— OIIK-2 — Cnoco0OeH MpUMEHATh MPOTrpaMMHBIE CPEACTBA CUCTEMHOTO M MPUKIIATIHOTO
Ha3HAuY€HU, B TOM UHUCIIE OTEYECTBEHHOIO IPOU3BOACTBA, JUISI peIleHUs 3ajaad
npodeCcCHOHATBLHOMN 1eATETEHOCTH.

— OIIK-10 — CnocobeH aHamM3UpPOBAaTh TEHJIECHIIMM PAa3BUTHS METOJOB M CPEACTB
Kpunrorpaguueckor 3amuTsl WH(GOpPMAIMK, HCIOJIb30BATH CPEICTBA KPHUITOTpapuuecKon
3alUThl HH(GOPMALMY IIPU PELIEHUH 3a/1a4 IPO(ECCUOHATBHON AEATEIbHOCTH.

— OIIK-13 — CnocoGen pa3pabaTbiBaTh KOMIIOHEHTHI MPOTPAMMHBIX M IPOTPAMMHO-
anmapaTHbIX CPEJCTB 3aIUUThl MH(GOPMALMK B KOMIBIOTEPHBIX CHCTEMax U MPOBOAUTH aHAIU3
ux 0€30MaCHOCTH.

— IIK-2 — Cnoco6eH pa3pabarbiBaTh TpeOOBaHUS K IPOrPaMMHO-AMINAPATHBIM CPEACTBAM
3alUThl HHOOPMAIMK KOMITBIOTEPHBIX CUCTEM H CETEH.

—IIK-3 — CnocobGeH TpOeKTHUPOBaTh MMPOTPaMMHO-ANIApPaTHBIE CPEACTB 3aIUThI
MH(pOpMalMU KOMIIBIOTEPHBIX CUCTEM U CETEH.

Pe3ynpTaTramMu OCBOEHUS TUCLMILIMHBI SBISIOTCS CIEAYIOIINE UHIUKATOPBI JOCTHXKEHUS
KOMITETECHIINN:

NOIIK-2.2 Onpenensier NOpsiAOK HACTPOWKHU M SKCIUTyaTallMd MPOrPaMMHBIX CPEACTB
CUCTEMHOI'O U TMPUKIAJAHOIO Ha3HAYEHUI, B TOM YHCJIE OTEYECTBEHHOI'O IPOU3BOJICTBA,
UCTIOJIb3YEMBIX Ul PELICHUS 3a1a4 IPOoPeCcCHOHANbHOMN e TeTbHOCTH.

NOIIK-2.3 ®opmynupyeT NpeUIoKEHUs] N0 IPUMEHEHUIO MPOrpaMMHBIX CpEJICTB
CHUCTEMHOI0 M MPUKIAJAHOTO Ha3HAYEHMH, B TOM 4HCIE OTEUYECTBEHHOIO IPOU3BOJICTBA,
MCIOJIb3YEMBIX JIJISl peLIeHUS 3a7a4u Ipo(eCcCUOHATbHON JEATEIbHOCTH.

HNOIIK-10.1 OcymecTBiaser aHaau3 TEHACHUUN pa3BUTHUS METOAOB U CPEACTB
KpUnTorpadgpuyeckoi 3amuThl THPOPMALIUH.

HOIIK-10.2 TIpumensieT cpeacTBa KpunTorpaduueckord 3amuThl HHPOPMALUH IIPH
pelIeHnH 3a/1a4 NpoPecCHOHANBHON 1eATEeIbHOCTH.

NOIIK-13.1 IlpeanpuHumaeTr HE0OXOAUMBIE JIEHCTBUS 1O COOPY M aHAINU3Y MCXOIHBIX
JAHHBIX JJI MPOEKTHUPOBAHUS KOMIOHEHT MPOrPaMMHBIX U NMPOTrpaMMHO-ANapaTHBIX CPE/ICTB
3alIUThl UHQOPMAIMK B KOMITBIOTEPHBIX CHCTEMAX.

NOIIK-13.2 Onpenensier napaMeTpbl (PYHKIIMOHUPOBAHUS, apXUTEKTYPY U MHTEpQEICHI
KOMIIOHEHT MpPOTPaMMHBIX M TPOrpaMMHO-aNMapaTHBIX CPEACTB 3allUThl HWH(pOpMAalMU B
KOMIIBIOTEPHBIX CUCTEMAX.

NOIIK-13.3 [IpoBOoauT aHann3 KOMIIOHEHT MPOTrPaMMHBIX U IIPOrPaMMHO-aIapaTHBIX
CPEICTB 3alIUThl MH(GOPMAIlMM B KOMIBIOTEPHBIX CHCTEMaxX C LEIbI0 ONpEAENCHUS YPOBHS
o0ecreynBaeMoil MU 3aIUIIEHHOCTH U JOBEPHUS.

NIIK-2.1 Omnpenensier yrpo3bl 0€30MACHOCTH M UX BO3MOXHBIE HWCTOYHUKH, KaHAJIBI
yTE€UKH UH(OpPMAIIH.

NIIK-2.2 Pa3pabarbiBaeT MaTeMaTUYECKUE MOJIEIH, pealii3yeMble B CPEACTBAX 3aLUThI
uHpOpMaLnH.

NIIK-2.3 [IpoBoauT WCCieNOBaHUS C IEIBI0 HAXOXKIACHUS HauOoyiee I1eIeco00pa3HbIX
NPaKTUYECKUX PEIIeHUH 1Mo 00ecreueH o 3auThl HH(pOpMaIum.

NIIK-3.2 Pa3paboTka NpPOEKTOB MPOTPAMMHBIX M aMMapaTHBIX CPEICTB 3alllUThI
UH(POPMALIUU B COOTBETCTBUU C TEXHUYECKUM 3aJ[aHUEM.

2. 32124 OCBOCHUSA AUCIHUILINHBI

— CdopMupoBaTh y CTYIEHTOB CIIOCOOHOCTh AaHANU3UPOBATH TECHJICHIIUU Pa3BUTHUS
METOJIOB M CPEACTB KpHUMNTOrpapUIECKON 3aIluThl WHPOpPMAIUU, B YACTHOCTH O3HAKOMHTH C
Pa3IMYHBIMHU BHJIAaMH COBPEMEHHBIX KPHUITOTPaUIECKUX MPOTOKOJIOB, CTAHAAPTAMH B O0JIaCTH
KpUNTOTrpaMuecKuX MPOTOKOJIOB, MaTh NPEJCTaBlIeHHE 00 OCHOBHBIX aTakax Ha KpuUOTorpapuyeckue
HPOTOKOJIBI.



3. MecTo AUCHHUILUINHBI B CTPYKTYpe 00pa3oBaTe/IbHON NPOrpaMMbl

JlucuMIuiiHa OTHOCHUTCS K 00s3aTeNIbHOM dYacTH 00pa30BaTeIbHOM IPOTrPaMMBbI.
Hucuurninuna Bxoaut B Moayiib "Crnennanuzanus'.

4. Cemectp(bl) ocBOeHHs M (popMa(bl) MPOMEKYTOUYHOM ATTECTANUM 10 JUCHUIIJIMHE

JIeBATHIN cEMECTp, IK3aMEH

5. BxoaHble TpeOOBaHUS 1JISI OCBOEHHSI AU CHUIJINHbBI

JUisi  yCHEemHOTO0 OCBOCHHS JUCHUIUIMHBI TpPEOYIOTCS pe3yiabTaTbl OOydeHHUs 110
CIENYIOIIMM JUCHUIUIMHAM: SI3bIkM mporpammupoBanus, Kommnerorepusle cetu, Teopus
BEPOSATHOCTEW M MaremaThyeckas CTaTHUCTUKa, JluckpeTHas maremaruka, Teopust Tpados,
MaremaTtnueckast JOruka M Teopus aiuropurMmoB, Teopus wuumcen, OOwmas anredpa,
[IpodeccuonanbHbIil  TEepeBOJ  CHEUUANbHOM  JIUTEeparypbl, MeToasl W CpeAcTBa
kpunrorpaguueckor  3ammrthl  MHGopManuu, OCHOBBI  INOCTPOEHHUS  3aLMIIEHHBIX
KOMITBIOTEPHBIX CETEH.

6. SI3bIK peasnzanmuu

Pyccknii

7. O0beM TUCHHILIHHBI

OO6m1ast Tpy10€MKOCTh TUCIMIUIUHBI COCTABISACT 4 3.€., 144 yacoB, U3 KOTOPHIX:
-JIEKIUu: 32 4.
-naboparopusie: 32 u.
B TOM YHCJIe IPAKTHYECKas MOATOTOBKa: 32 u.
O06beM caMOCTOATENBHON padOThI CTY/IEHTA OINIpeAeeH YI4EOHbBIM IJIAHOM.

8. Coaepikanue NUCHHUILVINHBI, CTPYKTYPHPOBAHHOE 110 TEMaM

Tema 1. Benenue B kpunrorpaguueckue mpoTOKOJIbI

OcHoBHble noHsATH. Knaccudukanus kpunrorpapuueckux IpoTOKOJIOB.
ATaku Ha Kpunrorpaduyeckue npoTOKOIbI.

CBoiicTBa, XapakTepHu3yrole 6e30MacHOCTh MPOTOKOJIOB.

Tema 2. IIpoTokosbl ayTeHTH(PUKAIUN COOOIIEHNI
Cxema umuTo3amuThl. ONTUMATBHBIE KOJIBI ayTEHTU(PUKAIIUHN.
ATaky Ha IPOTOKOJIBI AyTeHTU(UKAIIMHA COOOIICHUH.

Tema 3. [IpoTokosb! HAEHTUDHUKALIUN

[TaponbHbIe CXeMbI HIEHTU(UKALINH.

ITpoToKoIbI HASCHTU(UKAIIUN HA OCHOBE TEXHUKH ‘‘3aIpoCc-0TBET .
[IpoTokosbl uIeHTUPUKALMN HAa OCHOBE TEXHHUKH J10Ka3aTeIbCTBA 3HAHUSI.
IIpoTOKOJIBI C HYJIEBBIM pa3IiallIEHUEM.

Cxewma JIamnopra (S/KEY). ITIporokon CHAP/MS-CHAP

ATakuy Ha IPOTOKOJIbI UCHTU(DUKAIIIH.

Tema 4. [IpoTokosnsl pacnipenencHus KIroden
[IpoToKoIIBI IEpeaumn KiIrouen

IIpOTOKOJIIBI OTKPBITOTO PACIpPENCIICHNS KII0Uen
IIpOTOKOJIBI IPpEABAPUTENBHOIO PACTIPEACICHUS KIIFOUEH
ATaky Ha TPOTOKOJIBI PACIIPEAETICHUS KITFOUEH.



Tema 5. I'pynnoBbie Kpuntorpaguueckue mpoTOKOIIbI.
Cxewmsl pazaenenne cekpera. Cxembl TU(PPOBOI TOMHUCH.
ATaku Ha TPYNIOBbIE KpUNTOTpapUUIECKUE TPOTOKOJIBI.

Tewma 6. [Ipuknagapie KpuNTOrpadUIECKUE MPOTOKOIIHI.
CewmeiictBo mpoTtokosioB IPsec. [IpoTokosn SSL/TLS. VPN-nipoTOKOJIBI.
ATaku Ha PUKJIATHBIC KpUNTOrpahuuecKrue MpOTOKOIIBI

9. Tekymmii KOHTPOJIb 1O AUCHUIJINHE

Texymuii KOHTPOJIb MO JUCHUIUITMHE IPOBOJIUTCS ITyTEM KOHTPOJIS IOCEIIaeMOCTH,
BBITIOJIHEHHS  JTAaOOPaTOpPHBIX pabOT/KOHTPOJBHBIX 3amaHuii W (duxkcupyercs B (opme
KOHTPOJILHOM TOYKH HE MEHEE OJHOTO pa3a B CEMECTP.

[IpakTdeckast MOArOTOBKA OI[CHUBACTCS MO PE3yJIbTaTaM BBITOJIHEHHBIX J1a00PaTOPHBIX
pabor.

[Ipumep THIIOBOrO BapuaHTa 33AaHUs Il 1aO0OPaToOpHOM pabOThI:

- TpeOyercsi mporpaMMHO peann30BaTh CXEMY OJHOPA3OBBIX mapoisieit JIhmmopra
(S/KEY). Onucanue kpuntorpaduueckoro npoToKoia MOKHO HAaWTH B ciaiiax jiekiuil u rfc-
nokymenTax: S/KEY (RFC 1760), https://datatracker.ietf.org/doc/html/rfc1760, A One-Time
Password System (RFC 2289), https://datatracker.ietf.org/doc/html/rfc2289. IIpu stom Hy)HO
HAWTH MapTHEpa MO 33aJaHHIO0: OAWH IHUIIET KIMEHTa, IPYrod - cepBep, JUOO HCIOIb30BaTh
TEXHUKY [apHOrO NpOrpaMMHUpOBaHUs. B oTuere mo 3agaHui0 TpeOyeTcs OmHcaTh
crenu(UKauo pearTn30BaHHOTO MPOTOKOJA, BaKHBIC JI€TAIM M OCOOCHHOCTH peau3alliii,
dopmar cooOrieHuit nporokoisa u np. JlaboparopHas padota "cmaercs” nmpernonaBareiro 000uMu
UCTIOJIHUTENISIMU Ha 0a3e MOATrOTOBICHHOTO CTEHAA M THUIIOBBIX CLIEHApUEB PabOTHI, B KOTOPHIX
JIEMOHCTPUPYETCS ITATHBIM/HEIITATHBIN PEXKUMBI TPOTOKOJIA.

Bo3moxHbIE BapHaHThI 1a00paTOPHBIX 3a/laHHM:

PeanuzoBars nporokosn MS-CHAP.

PeanmuzoBars npotoxon duddu - Xemmana.
Peanusosars nporokon Hunxema-IIpenepa.
Peanusosars nporokon By-Jlama.

Peanusosars nporokon @uara-Illamupa.

Peann3oBars U(PPOBYIO MOAMUCH CO CKPBITHIM KaHAJIOM.
PeanuzoBars HeocopuMyI0 HUPPOBYIO MOIIUCH.

PXNSAIN R LD

PeanuzoBars nu@poByrO MOAMUCH ¢ HA3HAYEHHBIM MPOBEPSIOIIUM.

©

Peam3zoBars OTMECTKY O BPpEMCHHU CO3JaHUA TOKYMCHTA.
PeamzoBars IIPOTOKOJI JICKTPOHHOT'O T'OJIOCOBAHUA.

_—
M=o

PeanuzoBarh 0e30macHOE€ COBMECTHOE BBIUMCIICHHE.
PeanuzoBarh BEIUHCIIEHHE C I.HPI(I)pOBaHHBIMI/I JaHHBbIMU.

—_
W

PeanuzoBars ACIIOHUPOBAHUC KJIFO4EH.

_.
b

PeanuzoBare PACKPBITHEC CCKPETOB 11O ITPUHIIUITY «BCC WUJIIX HUYCTO).

[
9]

Peanu3oBare MPOTOKON CEPTUPHUITUPOBAHHON FIMEKTPOHHON TTOYTHI.
Peanu3zoBars mpOTOKOJ 3JEKTPOHHOTO ayKLIMOHA.

_
.O\

BrinonHenune naboparopHoit paboThl/KOHTPOJIBHOTO 3a1aHus oieHuBaeTcs B 100 Oamios:
0-20 CryneHT He pa3bupaercs B 3ajjaye, HE 3HACT METOJOB PELICHHUs, HE OTBEYAET, J100
OTBEYAET, HO C IPyOBIMH OIIMOKAaMH Ha BOTIPOCHI IIPETIOIaBaTEIs.



21-40 Crygent cmabo pa3bupaercs B 3ajaue, IUIOXO 3HAET METOJbl DPELICHHs, HE
OTBEYaeT, JTM00 OTBEYAET, HO C OLIMOKaMH Ha BOMPOCHI MTPETOAaBaTENs.

41-60 CtyneHT B 11€JIOM YIOBJIETBOPUTEILHO pa30upaeTcs B 3aj1aue, UCIOIb3YET METO/IbI
peleHus MpH MojCcKa3Ke MperojaBaTesis, OTBEYaeT Ha BOIPOCH HEYBEPEHHO, HO C HErpyObIMU
ommbkamu. [Ipencrasnsier paboTy Ha 3aIIUTe YIOBIETBOPUTEIHHO.

61-80 CtyneHT B II€JIOM YyBEpPEHHO pa30upaeTcs B 3a7ade, 3HAET M HCIOJIb3YyeT
METO/Bl PELICHUS] NPAKTUYECKH CAMOCTOSITENIbHO, OTBEYAET Ha BOIPOCHI C 3aMEYaHUSIMHU.
[Ipencrasnsier paboTy Ha 3aIIKUTE B I[EJIOM XOPOIIO, C 3aMEUaHUSIMHU.

81-100 CtyneHT oOTAMYHO pa3dupaercs B 3ajade, 3HAET M UCIOJIB3YeT METOAbI
pelleHus CaMOCTOSTEIbHO, OTBEYAET HA BOMPOCHI yBepeHHO. [Ipeacrapnser paboTy Ha 3amiure
OTJIIMYHO, YBEPEHHO.

JlonmyckoM /10 3K3aMeHa siBisieTcs: BeinosiHeHne 80% 1abopatopHbIX paboT/KOHTPOIBHBIX
3aJIaHHM, C OIICHKOM 3a KaXayto He MeHee 50 6asoB.

10. HOpﬂI{OK MPOBECACHUSA U KPUTCPUHU OLICHUBAHUSA l'[pOMC)KyTO'lHOﬁ aTTeCTallumn

OK3aMEeH B [IEBATOM CEMECTpe TPOBOAMTCA B YCTHOH/MHCBMEHHOW Qopme ¢
UCIIOJIb30BAHUEM IEPEYHSI KOHTPOJIBHBIX BOIPOCOB IO Kypcy. Cxema BONPOCOB 3K3aMEHA
JIOJDKHA COOTBETCTBOBATH KOMIIETEHTHOCTHOM CTPYKType AMCUMIUIMHBL [Ipn oneHnBaHumn
HEOOXOUMO TPOAEMOHCTPUPOBATH JOCTH)KEHHE BCEX 3aIVIaHUPOBAHHBIX HMHIUKATOPOB —
pe3ynbTaToB oOyueHHs. Pe3ynpraTel 9K3aMeHa ONPEACISIOTCS OUEHKAMH  «OTIHYHOY,
«XOPOLIOY, «YAOBJIETBOPUTEIBLHO», «HEYIOBIECTBOPUTEIHHO.

[IpumepHBIii TepeueHpb BOMPOCOB K SK3aMEHY:

JlelicTBuS MPOTUBHUKA NPH aTake Ha KPUNTOIpaprUeCKUe MPOTOKOJIBI.

CBoiicTBa, XapaKTepU3YIOIINX 0€30MaCHOCTh KPUMITOTpahUUEeCKUX MPOTOKOJIOB.

OO611e mpeanoaokKeHuss KPUITOaHaIN3a POTOKOJIOB.

Knaccudukanus kpunrorpa@uueckux NpoTOKOJIOB.

[Tpotokosnsl ayrenTudukanuu coodbumenuii (ITAC), koraa cTOpoHBI JOBEPSIOT APYyT

ApyTy.

ITAC, xorza CTOpOHBI HE JOBEPSIOT APYT APYTY.

Artaku Ha [TAC u 3ammra ot HUX.

Bupl mpoToKo10B HASHTU(UKAIIUN Ha OCHOBE MapoJieil

Cxema JIamnopra (porokos S/KEY).

0. ITporoxo1 CHAP/MS-CHAP

1. ITpotoxonsl uaenTudukanuu (I11) Ha oCHOBE TEXHHUKH “3aIIPOC-OTBET C
UCIOJIb30BaHUEM CUMMETPHYHOTO MIM(POBAHUS

12. I Ha OCHOBE TEXHHKH ‘‘3aIPOC-OTBET € UCIIOJIb30BAHUEM ACHMMETPUYHOTO

mmdpoBanus

13. TIM Ha ocHOBE TEXHUKH “‘3alIpOC-OTBET’ € UCHOJIB30BaHUEM IIU(PPOBOI MOIAIUCH

14. IIporokon nuaentudukanuu [SO u ataka Ha Hero.

15. TIporokon naentudukanmu Huaxema-Ilpenepa (NSPK) u ataka Ha Hero.

16. IIpotokon unentudukanuu Ouara-lllamupa (cBoiCTBA).

17. Tlpotokon unentudukanuu GQ (cBoicTna).

18. TIpotokon unentudukanuu [IHopa (cBOHCTBA).

19. JlokazaTensCTBO C HYJEBBIM pa3riiallieHueM raMUIbTOHOBA IHKJIA B Tpade.

20. IIpoToko:n npuBs3KU K 6uTy (00mas cxema). CBOMCTBA CBSI3bIBAHUS M COKPBITHS.

21. IlporokoJt nepeayn KIrO4YeH Ha OCHOBE TEXHUKH ‘‘3alpOC-OTBET”

22. “beckmroueBoi” mpoTokon A.lllamupa u araka Ha Hero.

23. IIpoTOKOJ MHUPOKOPOTOH JISATYIIKM M aTaKa HA HETO

Nk v

SISO RIS



24. Ilpotokon Hunxema-Illpenepa (NS) u aTaka Ha HEro

25. IIporokon Kerberos.

26. Ilpotokon nepenaun kmouei Huaxema-Ilpenepa (NSPK).

27. Ilporokon Oakley

28. Ilpotokon By-Jlama u aTaka Ha HEro.

29. IIpoTokoJibl Iepeayu Kirodei ¢ ucnoiab3oBanuem LI1.

30. ITpotokon EKE (Encrypted Key Exchange) u aTaka Ha Hero.

31. UudpactpykTypa cepTH(PUKATOB OTKPHITHIX KIIOUYEH.

32. IIpotokon DH (Auddu-Xennmana) u ataka “4eaoBek nocepenuse’”.
33. IIporokoxn STS (station-to-station) u aTaka Ha HETO

34. IIporokon MTI (Mamymoro-Takamuma-Mman) u ataka Ha HETo

35. ®opmansHas cxema S(n) [1PK nis cetu ¢ n aboHeHTamMMu.

36. HepaBenctBo bioma.

37. Cxema bioma.

38. KDP(n,q) - cxema.

39. Iloporosas cxema A.lllamupa.

40. ITpotoxon DH ¢ Tpemst yuacTHUKaMH.

41. IIpotokonbl AH u ESP. TyHHenbHbII U TpaHCIOPTHBIN pexxumsl [PSec.

42. Ionsitre 3amunieHHoi accoruaryu (SA). Oprarm3arnus padotsr [Psec.

43. IIpotokon SKEME.

44. TTpotoxon ISAKMP (ocoGeHHOCTH, Ha3HAYCHUE, IIPUHITATIBI PAOOTHI).

45. IIpotokon IKE (ocobeHHOCTH, Ha3HAYCHHE, TPUHITUATIBI PA0OTHI).

46. ITpotoxon SSL/TLS (haza pykomoxkarust - ayreHTU(DUKAINS U PACTIPEICTICHUE KITF0Ya).
47. YXuzHeHHBII HUKI KIH04el (0T perucTpalny NoIb30BaTeNs 0 aHHYIUPOBAHUS KIII0UA).

KpI/ITepI/II/I BBICTABJICHHA OLICHOK:!

OtauuHo - CTYACHT B COBCPIICHCTBC OBJIAaAC]I BCCMU TCOPCTHUYCCKUMHU BOIIPOCAMU
00s13aTeIILHOTO MaTrepuala 1o pasaciiaM JCKIIUOHHOI'0O Kypca, IoKa3all BCC Tpe6yeMLIe YMCHUSA U
HAaBBIKW IIPH BBIITIOJIHCHUN SaI[aHPIfI Ha na6opaTopme 3aHATUAX.

XOpOI_HO - CTYACHT OBJIaACJI 00s13aTeILHBIM MarepuajioMm I10 pasjaciiaM JICKIIMOHHOIO
KypcCa, BO3MOXXHO C HCKOTOPBIMH HCIOCTATKaMH, a4 TAKXKC IMOKasaJl BCC Tpe6yeMI>IC YMCHUA U
HAaBBIKYW IIPH BBITIOJIHCHUN 3a,[[aHHfI Ha J'Ia60paTOpHLIX 3aHATUAX.

yI[OBJ'ICTBOpI/ITeJ'IBHO - CTYACHT HMMCECT HCAOCTAaTOYHO FJ'Iy6OKI/I€ 3HaHHUA 110
TCOPCTUUCCKUM pasjciiaM 00s13aTeIILHOTO Marepuajia JUCHUIIINHBI, HO IIOKa3aJl BCC Tpe6yeMLIe
YMCHHA U HABBIKU ITPHU BBINTIOJIHCHU A 3aI[aHHﬁ Ha J'Ia60paT0pHI>IX 3aHATUAX.

HGYI[OBJIGTBOPI/ITCJILHO - CTYACHT HUMECT CYHICCTBCHHBLIC Hp06eJ'ILI 10 OTACIbHBIM
TCOPCTUUCCKUM pasaciiaM CHCHI/IaJIBHOfI JUCHHUIITIMHBI HUJIM HE ITOKasall TpC6yCMI>Ie YMCHHA U
HAaBBIKHW IIPH BBITIOJIHCHUN 3a,[[aHHfI Ha J'Ia60paTOpHBIX 3aHATUAX.

11. YueOHo-MeTOANYECKOE Oo0ecnedeHune

a) DNEeKTPOHHBIN y4eOHBI KypCc MO MJUCIUIUIMHE B JJICKTPOHHOM YHHUBEPCHUTETE
«Moodle»

0) OrieHOUHBIE MaTepHallbl TEKYHIEr0 KOHTPOJS M MPOMEKYTOYHOW AaTTECTAllMH T10
muctuminbe (Ilpunoxenue 1).

B) CeMUHapCKUX / MPAKTUYECKHUX 3aHATUH MO JUCIUILTAHE HET.

r) Metoanveckne ykazaHus 10 MPOBEJICHUIO TaOOPATOPHBIX padoT.
J1y1st BEIIONTHEHUS JTA00paTOPHOM paboThI CTYJCHTY HEOOXOUMO:
1. U3yunTh METOAMYECKHE YKA3aHUS TI0 BHITOTHEHHUIO JJa0OPaTOPHOI padOTHI.
2. Peanu3zoBarhk TpeOyeMblil KpUMITOTpAPUIECKHIA TPOTOKOIL.
3. IIpOKOMMEHTHPOBATH MPETIOIABATENIO MPOLECC BHIYUCICHUH TPOTOKOIA.

r) MeToaudeckue yKka3aHusl 0 OPTaHU3alld CaMOCTOSTENIbHON paOOThI CTYIEHTOB.



CamocrosarenbHas paboTa opraHusyercs B cieaymomux (opmax: padora co craiinamu
JEKIMH; WM3Y4YE€HHE BOINPOCOB, BBHIHOCHUMBIX 3@ PAaMKU JIEKIMOHHBIX 3aHATHUH; BBIIOJHEHHE
KOHTPOJIbHBIX 33/IaHWH; MOJIrOTOBKA K JIAOOPATOPHBIM 3aHATUSM; IMOATOTOBKA K PYyOEKHOMY
KOHTPOJIIO 10 Teme/pazaeny (arrectamuu). PaboTy co cnaiimamu (KOHCIIEKTOM) JICKIIUU
[[EIeCO00pa3HO TPOBOJMUTH HEMOCPEICTBEHHO TOCIe €€ MpochymuBanus. HeoOxoaumbiM
ABJISIETCA TITyOOKOE OCBOCHHE COAEp)KaHUs JIEKLUU U CBOOOJIHOE BJaJ€HUE UM, B TOM 4YHCIE
UCIIOJIb30BAHHOM B HEW TEpPMHMHOJOTHH. VI3yuyeHune BONPOCOB, BBIHOCHMBIX 3a PaMKH
JEKLHOHHBIX  3aHATHH,  [peanojiaraeT  CaMOCTOSATENbHOE  M3Y4YeHHE  CTyJeHTaMu
JIOTIOJTHUTENLHOM JuTeparypbl. KOHTpobHBIE 331aHus U J1abopaTopHbIe pabOThHI, TPUBEICHHBIC
B IUIaHAX 3aHATUM, BBIIOJHIIOTCA CTyJEHTaMU B 00s3aTeJbHOM Mopsaake. Meroandeckue
yKa3aHusi 00y4aroIUMCsl 10 OCBOCHMIO JUCIHIUIMHBI: ILIEJICHANPABICHHO, CUCTEMATUYECKH U
IUIAaHOMEPHO paboTaTh CO ClaljaMM JIEKIUI; U3yyaTh PEKOMEHIYEeMYIO JINTEpaTypy, A0ObIBas
HOBBIE/000011as1 TIOJTYYCHHBIE 3HAHUS; TPATUTh HE MEHEe 4aca B JIEHb Ha CaMOCTOATEIbHYIO
paboTy; KOHCYJIBTUPOBATbCS C IIpernojaBaTesieM IpU BO3HUKHOBEHHM BOIIPOCOB; AKTHUBHO
UCTIOJIB30BaTh Y4eOHO-METONMYEeCKHd KomIiekc Ha 0aze Moodle TI'Y; pabotate c
TeMaTu4eckuMu popymamu B ceTu MHTepHeT.

12. Ilepeyens y4yeOHOI JuTEpPaTyphl U pecypcoB cetn UHTEepHeT

a) OCHOBHAs JTUTepaTypa:

— 3aneunukoB C.B., Kazapun O.B., TapacoB A.A. Kpunrorpaduueckue MeTO[bl
3amuThl HHGopmaruu. - M.: M3narensctBo FOpaiit, 2016, 308 c.

— Psi6ko b.41., ®uonoB A.H. Kpunrorpaduueckue MeTo sl 3amiThl HHPOpMauu. - M.:
INopsiuast JIunusa — Tenexkom, 2014, 229 c.

— ®omuués B.M., MenpnukoB J[.A. Kpunrorpapuueckue MeTOJbl  3alllUTHI
uHpopmanmu. B 2 4. Yacte 1. Maremartudyeckue acmeKkThl: y4EeOHHMK Ui aKaJeMHUYECKOTO
Oaxanaspuata. - M.: U3narenscrso KOpaiit, 2017. - 209 c.

— @omuués B.M., MenbaukoB JI.A. Kpunrtorpapuyeckue MeETOABI  3allMThI
uHpopmanmu. B 2 u. Yacte 2. CucreMHble U TPUKIAJAHBIE AaCHEKThl: Y4YEOHUK IS
akajgemMudeckoro OakanaBpuara. - M.: M3garensctBo FOpaiit, 2017. - 245 c.

0) 1ONOJIHUTENbHAS IUTEpaTypa:

—Yepemymikun ~ A.B. Kpunrorpapuueckue npotokonsl. OCHOBHBIE CBOWCTBA H
ysa3BumoctH / A.B. Uepemymkua. M.: Akanemus, 2009, 271 c.

— Arubanos I'.Il. M30panHbie Teopembl HAa4aIbHOTO Kypca Kpunrorpadhuu : yueOHOE
nocobwue. - Tomck: HTJI, 2005, 116 c.

—Mao Ben6o. CoBpemennast kpunrtorpadus: teopus u npaktuka / Benbo Mao. M.:
Hzparensckuii nom "Bunbsamc", 2005, 768 c.

—Inaitep bproc. IIpoTOKOBI, anropuTMBbl, UCXOJHBIE TEKCTh Ha si3bike Cu / Bproc
HInaitep. M.: Tpuymd, 2002, 816 c.

— BBenenne B kpunrtorpaduio / Ilog o6m. pex. B.B. SAmenko. — 4-e uzn., mom. M.:
MIIHMO, 2012, 348 c.

— Ky3pmunos T.B. Kpunrorpapuueckue wmeronsl 3amutel uHpopmanuu / T.B.
KyssmunoB. HoBocubupck: Hayka, 1998, 194 c.

B) pecypchl cetu HTEepHEeT:

— Arubanos I'. II. U30panHbie Teopembl HAaYadbHOTO Kypca Kpunrorpaduu : ydeOHO-
Metoguueckuii komiuiekc / ArmbamoB I'. II. - Tomck : WO TI'Y, 2007. URL:
http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000243893

— Yrpasnenue kirodaMu mudpoBaHus U 0€30MaCHOCTh CETH [ DNEKTPOHHBIN pecypc] //
Hannonansheiii Otkpeiteii YHUBepeuteT "MHTYUT". URL:
http://www.intuit.ru/studies/courses/553/409/info



http://vital.lib.tsu.ru/vital/access/manager/Repository/vtls:000243893
http://www.intuit.ru/studies/courses/553/409/info

— Hukonenko C. Kype Kpunrorpaduueckue npoTokossl [ DIeKTpOHHBIH pecypc] //
Jlextopuym - akamemuueckuii oopazoBarenbHbIil mpoekT . URL:
https://www.lektorium.tv/course/26036

13. Ilepeyenb MHPOPMALMOHHBIX TEXHOJIOTHIA

a) JIMLIEH3MOHHOE U CBOOOHO PacHpOCTPaHIEMOe ITPOrpaMMHOE 0OecrieueHue:

— OC Windows/Linux, bpayzep Firefox/Sanexc

— my0anyHO AocTynmHBIE oOnauynbie Texnonoruu (Google Docs, Slnnexc auck u T.1.).
— cpencTBa aHanm3a Kpunrorpaduueckux mporokoiaoB AVISPA-SPAN, Scyther

0) UH(POPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DNEeKTPOHHBIN KaTaJjor Hayunoi O6ubmmoTexu Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DJEeKTpOHHAs oubnmoreka (peno3uTOpHii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlans — http://e.lanbook.com/
— OBbC KoncynbraHt cTyaeHTa — http://www.studentlibrary.ru/
— Obpa3zoBarenbHas mwiardgopma FOpaiit — https://urait.ru/
— OBC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuanbHO-TeXHH4YeCKOe o0ecrieyeHne

Aynuropuun IS IpOBeAeHHs Ja00paTOPHBIX 3aHATHI U 3aHITUN JIEKIMOHHOTO THIIA, a
TAKXe JUIsl TPOBEICHUS MHIMBUAYABHBIX U TPYNIOBBIX KOHCYJIbTALHM, TEKYLIETO KOHTPOJISI U
MPOMEXKYTOUHOM arrectanuu. [loMemeHus st caMOCTOATENbHOW pPaOOTHI, OCHAIICHHBIE
KOMITHIOTEPHOM TEXHUKOM M JOCTYNOM K cetu MHTepHeT, B 3JeKTPOHHYIO HH(POPMAIMOHHO-
o0pa3oBaTenbHyI0 cpeay U K HH(OOPMAIMOHHBIM CIIPABOYHBIM CHCTEMaM.

15. Undopmanus o paspadorunkax

TpenbkaeB Bagum HukomnaeBnd, kanj. TEXH. HayK, JOLEHT, JOLEHT Kadeapbl
KOMIIBIOTEPHON O€30MacCHOCTH
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