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1. Hesab 1 n1aHUpPyeMble Pe3yJbTAThl 0CBOECHHS JMCIHUIIUHbI

[enbt0 OCBOCHMSI JUCIUIUIMHEI SIBISIETCS (POPMHUPOBAHUE CIEAYIOMINX KOMIETEHIIUI:

— OIIK-2 — CrmocoOeH COBEpIICHCTBOBATh W PEAM30BBIBATH HOBBIE MAaTEMATHYCCKHUE
METO/Ibl PEIIEHUS IPUKIIAIHBIX 3a/au.

—OIIK-4 — CroocobeH KOMOMHHMpPOBaTH W QJalTHPOBATh  CYIICCTBYIOIIUE
UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM JJIs  pelieHus 3ajad B objactu
npoecCuOHANBHOM NeSTEIbHOCTH C yu4eTOM TpeOoBaHUI HHPOPMAIIMOHHOM 0€30IaCHOCTH.

—IIK-4 — CmocobeH ympaBisiTh MOIy4Y€HHEM, XpaHEHHEM, Iepenadyeid, o0paboTKOM
OOJIBIINX JAHHBIX.

PesynpTaTamu 0CBOEHUS IUCLUIUIMHBI SBJISIOTCS CIEIYIOIINE UHAMKATOPBI JOCTHXKEHUS
KOMIIETECHIINH:

WIIK-4.2 Hcnonb3yeT METOAbl M WHCTPYMEHTHI IIOJyYEHUs, XpaHEHHUs, Iepeadu,
00pabOTKH OOJBITUX JTAHHBIX.

NOIIK-2.1 Ucnonp3yeT pe3ynbTaThl NIPUKIAAHON MAaTEMATUKH JIJIs1 OCBOEHUS, aJalTalluu
HOBBIX METO/IOB PEIlICHUs 3a7]a4 B 00J1aCTH CBOMX NMPO(ECCUOHAIBHBIX HHTEPECOB.

NOIIK-4.2 YauteiBaeT OCHOBHBIC TPeOOBaHUS HH(OOPMAIIMOHHOW OE30ITaCHOCTH.

Kaxxnas w3 3a4BICHHBIX KOMIIETEHIMM OTpa)kaeT HECKOJIbKO 00pa30BaTEJIbHbBIX
pe3yJbTaTOB:

OP-2.1.1 Bunaners: COBPEMEHHBIMHU MH(}OPMaLMOHHO-KOMMYHHUKAIIUOHHBIMHU
TEXHOJIOTUSIMU ISl pellIeHus 3a/1a4 B 00JacTy MPUKIAJHONW MAaTeMaTUKH C y4eToM TpeOOoBaHUM
nH(pOpMaAIIMOHHOM 0€30MaCHOCTH;

OP-2.1.2 VYMeTb: UCHONb30BAaTh M3BECTHbIE KPUNTOIPAQUUECKUE CUCTEMbI JUIS
oOecrnieueHns 0€30IaCHOCTH KOMITbIOTEPHBIX CUCTEM;

OP-2.1.3 3Harb: BUABl NOJUTUK KOHTPOJS AOCTyIAa M COOTBETCTBYIOIIME MOIEIH
0e30macHOCTH AJis pa3pabOTKU U aHaIW3a MEXAaHU3MOB KOHTPOJS AOCTYNa KOMIIBIOTEPHBIX
CHCTEM;

OP-4.2.1 3unare: ocHOBHBIE TpeOoBaHMs MH(OOPMAIIMOHHON 0OE30MACHOCTH K TOJIUTHKAM
KOHTPOJIS 10CTYyINa U KpUNTOrpauuecKuM MPOTOKOJIaM 3allUThl IaHHBIX;

OP-4.2.2  3HaTh: OCHOBHBIC  HAmNpaBIICHWsS  aTaKk HA  PACIPOCTPaHEHHBIC
TEJIEKOMMYHUKALIMOHHBIA IPOTOKOJBI JUIsl OpPraHU3allid MEpP IO MPOTHBOJEHCTBUIO TaKUM
aTakaw;

OP-4.2.3 BrnaseTs: HaBbIKAMU MIPOBEACHUSI KOHTPOJIBHBIX MPOBEPOK pabOTOCTIOCOOHOCTH
U 3} (PEeKTUBHOCTH NPUMHUTHBOB Pa3pabOTKH CHUCTEM KOHTPOJIA JIOCTyNa W MEXaHU3MOB HX
peanu3anuu i pa3paboTKi 0€30MaCHBIX KOMIIBIOTEPHBIX CUCTEM;

OP-4.2.4 Ywmets: pa3pabareiBaTh TpeOOBaHHS K O€30MacHOMY (QYHKIMOHUPOBAHHIO
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U OLIEHUBATh UX PaOOTOCIOCOOHOCTD U 3(h(PEKTUBHOCTS;

2. 33}18‘11/1 OCBOCHUA NTUCHHUIIIMHBI

e HayuuTbCcsi  MCMONB30BATH  COBpPEMEHHBIE  MH(POPMAIMOHHO-KOMMYHUKAITHOHHBIC
TEXHOJOTHHU [UIsl pEelIeHHus 3aJad B 00JacTH MPHUKIAJHONM MaTeMaTHKd C Y4YETOM
TpeboBaHuit HHHOPMAITMOHHON OE30MaCHOCTH.

e HayuuTbcsl MCIOJIB30BaTh M3BECTHBIC KPUNTOTPAPUUECKHUE CHUCTEMBI I OOCCTICUCHHS
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.

e HayuuTbcs UCMONB30BaTh OCHOBHBIE BHJIBI TOJUTUK KOHTPOJIA JOCTyna u
COOTBETCTBYIOIIME MOJENU OE30MacHOCTH NS Pa3padOTKUM W aHallM3a MEXaHH3MOB
KOHTPOJIS TIOCTYIIa KOMITBIOTEPHBIX CHCTEM.

e HayuuTtbcs aHAMM3UPOBaTh OCHOBHBIC TPeOOBaHUS MH(POPMAIIMOHHON OE30MaCHOCTH K
MOJIUTUKAM KOHTPOJIS TOCTyTa U KPUNTOrpa@UIecKUM MPOTOKOJIaM 3alUThHI TaHHBIX.



e HayunTbCcs y4yuTBIBaTH OCHOBHBIC HAIIPaBIEHUs aTaK Ha PaclIpOCTPaHEHHBIE
TEJICKOMMYHUKAIIUOHHBIN IIPOTOKOJIBI U1 OpraHU3aLUK MEP 110 IPOTUBOACHCTBUIO TAKUM
aTakam.

e Hayuutbcs NpPUMEHATh CYLIECTBYIOIIME IPUMUTUBBI pa3pabOTKU CUCTEM KOHTPOJIA
JIOCTYTIa U MEXaHU3MBbl UX pean3aluu JJs pa3paboTKi 0e30MacHBIX KOMITBIOTEPHBIX
CUCTEM.

e Hayuutbcs NpuMeHATh 3HAHUS MaTEMaTUYECKUX OCHOB KpUITOrpadMueCcKuX alrOPUTMOB
JUIsl MX IIPOTPaMMHOM pealln3aliii U BHEAPECHUS B KOMIIBIOTEPHBIE CUCTEMBI.

e Hayuntbcs obecrieunBath Oe3zomacHoe (YHKIMOHMPOBAHUE TEIEKOMMYHHUKAIIMOHHBIX
IIPOTOKOJIOB.

3. MecTo AMCHUILINHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

JlucrurianHa OTHOCHUTCS K YacTH 0Opa3oBaTENIbHOM IPOrpaMMbl, (GOpMHUpyeMOn
YYaCTHHKaMH 00pa3oBaTeNbHBIX OTHOIICHUH, Tpeanaraercs OOy4aromuMmcs Ha BBIOOD.
Jucnunimnaa BxoauT B «IIpodeccronanbHble MOmynu 1o BeIOOpY» Monyiab «BBenenue B
MH(OPMALIMOHHYIO O€30I1aCHOCTbY.

4. Cemectp(bl) ocBOeHMS U (popMa(bl) MPOMEKYTOUHOI aTTECTANMH MO0 JUCHHUIJIMHE

Bropoii cemectp, 3auer

5. BxoaHble TpeOoBaHMs AJIsl OCBOEHUS THCIHUILINHBI

J171st OCBOCHUS TUCIUIUIMHBI HEOOXOAMMO 3HaTh OCHOBBI IUCKPETHOM MaTeMaTHKH, O01eH
anreOpbl, KOMIIBIOTEPHBIX CETEH U ONEPAIMOHHBIX CHCTEM.

[IpepekBU3UTBl  AUCUUIUIAHBI: Beenenne B MPOTPAMMHYO WHXEHEPHIO,
HudopmarnmonHasi 6e30macHOCTh M paboTa C MepCOHAIbHBIMU JAHHBIMHU.

6. SI3bIK peaau3anuu

Pycckuii

7. O0beM INCUMILIHHBI

OO61as TpyA0eMKOCTh IUCHUIUIHHBI COCTaBiseT 3 3.¢., 108 uacoB, U3 KOTOPHIX:
-nexruu: 32 4.
O06beM caMOCTOSATENbHOM paboThI CTYIEHTA ONpeieNieH YYeOHBIM MIaHOM.

8. Conepmaﬂne AUCHUIVIMHBI, CTPYKTYPHUPOBAHHOEC IO TEMaM

Tema 1. OOmmMe NOHATHS KOMIBIOTEPHON 6€30MaCHOCTH

OcHOBHbIE TOHATUS KOMIIBIOTEpHOH O6e3omacHocTH. KoHduaeHIManbHOCTb, IEI0CTHOCTh
U JIOCTYNHOCTh MHpopManuu. Bussl atak Ha KomnbioTepHble cucTeMbl. [IpaBoBoe obecnieueHne
KOMIIBIOTEPHON 0€30MaCHOCTH.

Tema 2. OcHOBBI ceTeBOI 0€30MacHOCTH

ATaku Ha TeJIeKOMMYHHKaMoHHbIe poTokonbl. Ctek TCP/IP u ataku Ha Hero. DD0S
araku (DNS, HTTP, TCP, MAC-flooding). MAC flooding u spoofing. MexxceTeBbie SKpaHbl.
11110361 CETEBOTO U MPUKIIAJHOTO YPOBHEH, TaKeTHbIE (DUIBTPHI.

Tema 3. Kpunrorpaduyeckas 3ammra nHGopManum

Bgenenue B kpunrorpaduto. [llndps noacranoBku u nepectaHoBKUH. CUMMETpUYHbBIE U
acCUMeTpUYHbIe KpunrtocucteMbl. [lotounsie u Oiounbie mudpel. AES (Advanced Encryption
Standard) u DES. Pexumsl mmdppoBanus. Hash-¢pyukium u mudposas moxmuck. [lepemaua



ceancoBoro kiaroua (RSA u anroputm Iuddu-Xenmana). Perfect forward secrecy. [lTudposanre
UHTepHeT-Tpaduka Ha npumepe Transport Layer Security. Ortmmaus TLS 1.3 u 1.2.

Tema 4. YripaBieHue J0CTyIIOM.

KoHTposb 1ocTyna B KOMIIBIOTEPHBIX CHCTeMaX. JJMCKpeIMOHHAs M MaHIaTHAS ITOJIUTHKH
KOHTpoJsi foctymna. OCHOBHBIE MOJENTU M MEXaHHU3Mbl KOHTPOJS JOCTYIa B KOMITBIOTEPHBIX
cucreMax. Metosl peanu3saiuu noautuk koutpois gocrymna (IBAC, LBAC, RBAC, ABAC).

9. Tekymunii KOHTPOJIb 1O AUCHUIJIMHE

Texymui KOHTPOJIb 110 JUCUMIUIMHE IPOBOAMUTCS IIyTEM IIPOXOXKIACHUSA TECTOB B CUCTEME
moodle, BBINOJIHEHUS M MPEICTABICHHUs I'PYNIIOBOrO MpoekTa M (ukcupyerca B ¢opme
KOHTPOJIbHOM TOYKM HE MEHEE OJJTHOI'O pa3a B CEMECTP.

Tunossle 3aqaHKsI U MHbIE HEOOXOAMMBIE JIJIsl TEKYIIEr0 KOHTPOJIsI MaTepUaibl IPUBEIEHbI
B [Ipunoxenun 1 x paboueit nporpamme «DOH OIICHOYHBIX CPEICTBY.

10. lops1ok npoBeAeHUs] U KPUTEPUH OLIEHUBAHUS MIPOMEKYTOYHOM aTTeCTAllUH

[TpomexyTouHasi aTTecTanys 1Mo IUCIHILIMHE MPOBOIUTCS B (JOPME YCTHOTO 3a4éTa 1o
TeopeThdeckoMy Mmarepuany. Kaxaeli Owier Juisi yCTHOro 3a4éra COCTOMT U3  JIBYX
TEOPETUYECKUX BOMPOCOB IO PA3IUYHBIM TEMaM TUCHHIUIMHBI, a TaKKe COMPOBOXKIACTCS
JIOTIOJTHUTEILHBIMH BOIIPOCAMHU 110 TEMaM JTUCIUILTHHBI.

IIpuMepsI BONPOCOB K 3a4€Ty
KoH(uaeHImaibHOCTh, IIETI0OCTHOCTD U IOCTYITHOCTh HH(OPMAIIHH.
[{udposast moanuch
JlMckpenonHasi 1 MaHaTHas! MIOJIMTHKU KOHTPOJISI JOCTYTIA
[Tepenaua ceancoBoro kimoua (RSA wm anroputm Juddu-Xenmana). Perfect forward
secrecy.
5. CumMeTpUyHbIE U aCUMMETPUYHbIE IIH(PBL.

PN E

OcranpHble BONPOCHI U TAaK)XKE€ KpPUTEpUU OLIeHMBaHUs NpuBeneHbl B [Ipunoxenun 1 k
paboueit mporpamme «DOH OLIEHOYHBIX CPEJICTBY»

Jlns nomycka K yCTHOMY 9K3aMeHY HE0OXOAMMO NPOXOXKICHHE TEKYyILIeH aTrTecTaluy,
KOTOpasi BKJIIOYAET CIIETYIOIINE TyHKTHI.

1. BeinosiHEHWE rpynIoBOro NpoeKTa

2. llpoxoxnenue TtectoB B cucreme moodle. Tect cuumraercs nNpoilieHHBIM, €cCiH
oOyuaronuiics BepHo otBeTws1 Ha 70% BompocoB wuiau Oonee. B ciaywae Heymaum —
MIPEIOCTABIISAETCS JOMOJIHUTENbHAS TONBITKA.

11. YueOHO-MeTOOAUYECKOE O0eceueHne

a) DIIEKTPOHHBIN yUeOHBIN KypC [0 AUCLIUILIIMHE B 3JIEKTPOHHOM YHUBepcuTere «Moodle»
- https://moodle.tsu.ru/course/view.php?id=5580

0) OrieHOYHBIE MaTepHalibl TEKYLIEro KOHTPOJISI M MPOMEXKYTOYHOW aTTeCTalluH I10
mucturinae (IIpunoxenue 1).

B) CamocTtosiTenbHass paboTa CTYAEHTOB MPU W3YYEHHH AUCLUUIUIMHBI MIPETyCMOTPEHA B
CJIEAYIOUINX BUAAX U popMax:

1. u3yuyeHHe TeopeTHyecKoro Marepualia Ha OCHOBE Kypca JIEKIIMMA, IPeI0KEeHHON
JUTEPaTyphl U y4eOHO-METOAMUYECKOTO o0ecreueHus (TiepeueHb JIuTepaTyphbl
MPOBENEH HIKE);

NPOXOJKJCHHE TecTa B cucteme moodle;
3. BBINIOJHEHHE TPYIIIOBOTO MPOEKTA.

N



12. Ilepeyenn yueOHoiIi JuTepaTypbl H pecypcoB cetu UHTepHeT

a) OCHOBHas JuTeparypa:

Bamuet [1.H. MadopmanmonHas 6€30MacHOCTb ¥ 3a1uTa HHpopMamm : yueOHoe mocodue
/ bamer I1L.H., babam A.B., bapanoBa E.K.. — Mocksa : EBpa3zuiickuii OTKpPBITBIH
uHCTUTYT, 2012. — 311 C.

Xopes, II. b. IIporpammHuo-anmnaparsas 3ammurta nHpopmaiuu : yaeonoe nocoodue / I1.b.
XopeB. — 3-e u3A., ucrp. u porn. — Mocksa : THOPA-M, 2021. — 327 c.

Andepor A.Il. OcnoBsl kpunrorpaduu: yuedbnoe nocodbue s By3os / A.Il. Andepos,
A.10. 3y60B, A.C. Ky3pmuH, A.B. UepemymikuH. — 3-¢ u3., ucnp. u gor. — M.: ['eaunoc
APB, 2005. — 479 c.

Kykos, B. I'. besonacHocts BbrunMciauTenbHbiXx cereil. Y. 1. bazoBbie IPOTOKOIBI CTEKa
TCP/IP [OnexTponnsiii pecypc] : yueb. mocodue / B. I'. XKykos. - Kpacnosipck : Cub. roc.
a’poKocMHY. YH-T, 2012. - 124 c.

Hesuun, I1. H. Mozaenu 6e30MacHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIPABJICHUE JIOCTYTIOM
1 WHGOPMAIIMOHHBIMU TIOTOKAMH : yuyeOHo-MeToaudeckoe rmocoodue / I1. H. [deBsann. —
Mockga : I'opsuas nunus-Tenekom, 2012. — 320 c.

lafinamakun H.A. Teoperudeckne OCHOBBI KOMITBIOTEPHOH Oe30macHOCTH. YueOHOoe
nocobue. ExarepunOypr: u3a-so Ypan. YH-Ta, 2008. - 212 c.

0) JOMONHUTEIbHAS TUTEpaTypa:

[lanprun, B. ®@. KomriuiekcHas 3ammra WHPOpPMAIMK B KOPIOPATUBHBIX CHUCTEMaX :
yuebHoe nocooue / B. ®. [llanbrun. — Mocksa : POPYM : UHOPA-M, 2020. — 592 c.
ba6amn A. B. Kpunrorpaduueckue wmeToasl 3ammthl uHpOpManuu. Y4yeOHO-
MeToaudeckoe mocobue / A.B. babam. - 2-e uza. - M.: U1 PUOP: HUL] UHOPA-M, 2014.
-216c¢.

Mamok, A. A. 3amura napopmanuu B nHGOPMAIMOHHOM 00IIECTBE : yueOHOe mocodue
TSt By30B. / A. A. Maimok - Mocksa : ['opsiuast siuaus - Tenexom, 2015. - 230 c.

B) pecypchl cetu HTepHeT:

Kypc “be3onacnocts cereit” [DnexkTponHblil pecypc] / Haunonanbubiii OTKpHITHIN
VYuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info (nata
oOpatenus: 01.09.2021).

Onucanue atak Ha KpunTorpaduyeckrue NpoToKoisl [ InekTpoHHBIH pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc7457 (nata obpamenus: 01.09.2021).
Cremmduxanus mnportokona Transport Layer Security [Onexkrponnsiii pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc8446 (nara obparuenus: 01.09.2021).

13. Ilepeyenb HHGOPMALMOHHBIX TEXHOJIOTHIA

a) JIMIIEH3MNOHHOE U CBOOOIHO PACTIPOCTPAHIEMOE MPOTPaMMHOE 00ECTICUCHHE:
[IporpamMmMHoe oOecriedeHre A MOKa3a MPE3CHTAMA C JEKIUSMU U TPEACTaBICHUS

0T4ETOB IO TPYIIOBBIM MpoekTaM oOyuaromuxcs (Hamp. Adobe Acrobat Reader wim Microsoft
PowerPoint wim wux anamoru). [IpOeKTHI BBIMOMHSAIOTCS CTYJCHTAMH C HCIOJIb30BaHUEM
CBOOOJTHO-PACTIPOCTPAHSIEMOTO TIPOTPAMMHOTO O0ECTICYCHHUSI.

0) UH(POPMAIIMOHHBIE CIIPABOYHBIE CHCTEMBI:
— DNEeKTPOHHBIN KaTaaor Hayunoii Ooubimorexu Ty -

http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DneKTpoHHas oubnmoreka (peno3uTopwuii) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlansb — http://e.lanbook.com/
— OBC Koncynbsrant crynenra — http://www.studentlibrary.ru/


http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/

— O6pazoBatenbsHas miardopma FOpaiit — https://urait.ru/
— 9BC ZNANIUM.com — https://znanium.com/
— 9BC IPRbooks — http://www.iprbookshop.ru/

14. MaTtepuajibHO-TeXHUYECKOe o0ecrieyeHue

Jliia peanuzalvy AMCUUTUIMHBI HEOOXOAUMBI JIEKIIMOHHBIE ayTUTOPUU U ayIUTOPUN ISt
NPOBEICHUS NPAKTUUECKUX 3aHATUH. [IpoekTtop TpeOyroTcs i AEeMOHCTpalMyd MaTepuana B
paMKax U3y4yaeMbIX pasJieloB U MPOBEACHUS 3aIIUThI IPOSKTOB B KOHIIE CEMeCTpa.

[Tomenienust Iss cCaMOCTOSITENNFHONW paboTHI, OCHAIEHHBIE KOMIBIOTEPHONW TEXHUKOH U
JIOCTYyNOM K ceTH VHTepHeT, B 3JIEKTPOHHYI0 HH(OPMAIMOHHO-00pa30BaTENIbHYIO Cpely U K
UH(OPMALIMOHHBIM CIIPABOYHBIM CHCTEMaM.

Jlis coBMecTHO pa®OThl Hajl TPYMIOBBIM MPOEKTOM PEKOMEHAYETCS HCIOJIb30BaTh
COOTBETCTBYIOIIHME HH(OPMAIMOHHBIE TeXHOJIOTUH (Hampumep, discord, github u ux ananorn).

15. Uudopmanusi o pazpadboTunkax

TeapmoBckuii Anekcannp CepreeBud, KaHI. (u3.-MaT. HAyK, CTAPIIMNA IMPEIOaBaTellb
KadeIpsl KOMIBIOTEPHON OE€30MACHOCTH.


https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

