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1. leab ¥ nIaHUpYyeMble Pe3yJabTAThl 0CBOEHUS THCIUIIMHbI

[enbro 0OCBOEHUS AUCHHUIUINHBI SBISETCS (POPMUPOBAHUE CIEAYIOIUX KOMITETEHIIUH:

— OIIK-1 — CnocoGeH oneHnBaTh poib UH(OpMAIMK, HHPOPMAITMOHHBIX TEXHOJIOTUH U
MH(OPMALIMOHHON OE€30MacHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAUY€HUE g oOecleyeHUs
00BEKTUBHBIX TOTPEOHOCTEH TUYHOCTH, OOIIECTBA M TOCYAapCTRA.

— OIIK-8 — CrocobeH mpUMEHSTh METOJbl HAYYHBIX HCCJICAOBAHHMH TPH MPOBEACHUHN
pa3paboTok B 00JIacTH oOecreueHus: 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH.

— OIIK-9 — Cmnocoben pemath 3amadd NpodEecCHOHATBLHON JEATeIbHOCTH C y4ETOM
TEKYIIETO COCTOSHUS M TCHICHIMI Pa3BUTUS METOJIOB 3aIUTH HH(POPMAIIMK B OTEPAIIIOHHBIX
CUCTEMax, KOMIIBIOTEPHBIX CETSAX U CHCTEeMax ylpaBieHHs 0a3aMu JaHHBIX, a TAK)KE€ METOAOB U
CPEJCTB 3alUThl HHPOPMAIUHU OT YTEYKHU MO0 TEXHHYECKUM KaHaiaM, CETeH U CUCTEM.

— OIIK-10 — CnocobeH aHaIM3UPOBAaTh TEHJICHIIMHA PAa3BUTHS METOJOB M CPEACTB
Kpunrorpaguueckon 3amuTsl WH(GOpPMAIMK, HCIOJIb30BATH CPEICTBA KPHUMITOTpapuuecKon
3alUThl UHGOPMAIIMU TPU PELICHUH 33/1a4 NPOodECCHOHATBHON AeSITEbHOCTH.

PesynbraramMu OCBOCHUSI AUCIUIUIMHBI SBIISIOTCS CIEAYIOIINE UHIUKATOPHI JOCTHXKCHUS
KOMIIETCHIINN:

NOIIK-1.1 VYuuTeiBaeT COBpeMEHHBIE TEHIACHIMA pPa3BUTHA WHPOPMALMOHHBIX
TEXHOJIOTHl B cBOel NpodeCcCHOHATbHON AeSITENbHOCTH.

NOIIK-1.2 Tlonumaer 3HaYeHHe HHPOPMALUH, WHPOPMAIMOHHBIX TEXHOJIOTHH W
nH(}OPMaILIMOHHON 6€30MaCHOCTH B Pa3BUTUU COBPEMEHHOI'O OOIIECTBA.

NOIIK-1.3 BeisBisier BiusiHUe uWHGOpMaNnM, HHOOPMAIIMOHHBIX TEXHOJIOTHH U
WH(GOPMALIMOHHON 0€30MacHOCTH Ha OOBEKTHUBHBIE MOTPEOHOCTH JMYHOCTH, OOIIECTBA U
rocyJapcTaa.

NOIIK-8.1 OcymectBasieT noadop, u3ydyeHHE H OO0O0OIIeHHEe HAay4YHO-TEXHUYECKOM
uH(pOpMAaIlK, METOIUYECKOW WH(OpPMAIMM OTEYECTBEHHOTO U 3apyOeKHOro OIbITa I10
npobiieMaM KOMIBIOTEPHON OE€30MMaCHOCTH.

HNOIIK-9.1 VYuyutbhiBaeT COBpEMEHHBIC TEHJEHIIMM PA3BUTHS METOJIOB  3aIllUTHI
uH(pOpMallMM B OMEPAIMOHHBIX CUCTEMaX, KOMIBIOTEPHBIX CETSIX M CHCTeMax YIpaBlEHUs
0a3zaMM JTaHHBIX MPU PEIICHUH 3a/1a4 CBOEH MTPOPEeCCHOHAIBHON e TETbHOCTH.

NOIIK-10.1 OcymecTBiaser aHaau3 TEHACHUUN pa3BUTHUS METOAOB U  CPEACTB
KpunTorpaduueckoil 3amuThl UHGOpMALIUHU.

2. 3a1a4u 0CBOEHUS JMCUUIIIMHBI

— @opMupoBaHUE NMPEACTaBICHUN 0 0Aa30BbIX MOHATUAX U 337ay4axX, CPEACTBAX M METOAAX
MH(POPMAIMOHHOM Oe30macHoCcTH, TOCYAapCTBeHHOW monutuke PD B cdepe mHbOpMannoHHON
0€30MacHOCTH, 0coOeHHOCTsIX OOecrneueHus: NHHOPMALIMOHHONW 0€30aCHOCTH B KOMITBIOTEPHBIX
CEeTAX U CUCTEMAX.

3. MecTo AMCUMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlucuuIuinHa OTHOCUTCS K  00s3aTelIbHOM dYacTH 00pa30BaTeNIbHOW IMPOrpaMMBbl.
Hucnurnnuza BXoauT B MoAyb "OO11re BOpochl KOMITBIOTEPHOM 0e301acHOCTH" .

4. CemecTp(bl) ocBOeHHs M popMa(bl) IPOMEKYTOUHOM ATTECTALMM MO JUCHUILINHE

Bropoii cemectp, 3auer

5. Bxoanble TpeOoBaHMS 1JIs1 OCBOEHUS THCHMILIMHBI

JUis  yCHemHoro OCBOEHHUS AMCHUIUIMHBI TpeOYyIoTCs pe3ynbTaThl OO0y4YeHHs IO
cleAylommM aucuuruiiHam:  MHdopMatnka, ApPXUTEKTYpa BBIUYHCIUTENBHBIX  CHUCTEM,
JuckpeTHas MmaTeMaTHkKa.



6. SI3bIK peaau3anuu

Pycckuii

7. O0beM TUCHUILIHHBI

OO6mmast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISAET 3 3.€., 108 yacoB, U3 KOTOPHIX:
-neKnun: 32 u.
O06BeM caMoCTOATETLHON PabOThI CTYACHTA ONPECIICH YICOHBIM TIJIAHOM.

8. Couepmaﬂne AUCHUIIJIUHBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tema 1. Maopmanmst kak 0OBEKT 3aIHTHI.

[TonsiTre 06 nHGOpPMAIMK. YPOBHH IpEACTaBICHUS HHYOPMALIUH.
CoiicTa 3ammuiaemMoit napopmayu. Buabl TaitH.

[TpaBoBoii pexuM HHOOPMALIMOHHBIX PECYPCOB.

Tewma 2. [lonsaTuiiHbIi anmapaTr HHGOPMAIIMOHHON 0€30TIaCHOCTH.
Bunbi, criocoObl, 3aMbIcel1, 00BEKT, TEXHUKA 3aIUTH HHPOPMAITHH.
Bunel HapymmTens u kiaaccuukanus yrpos.

Tema 3. ['ocynapcTBeHHas! NOTUTHKA HHPOPMAIIMOHHOM 0€3011aCHOCTH.
l'ocynapcTBenHas cucremMa obecneueHust HHPpOpMaMmoHHON O€30MaCHOCTH.
3akoHOAaTeIbHas OCHOBA oOecreueHus: HHGOPMaIMOHHON 0€3011aCHOCTH.
bezonacHocTh kKpuTHYecKoi HH(POpMaMoHHONW HHPpACTPyKTyphl PO.
JloktpuHa uHdopmaimonHoii 6ezonacHoctu PO. OCTIK.

Tema 4. Yrpo3sl 6e30macHOCTH HH(OPMALIHH.

HecankunonupoBanHsle onepauu ¢ nHpopMmarueil. [lepedeHb TUIIOBBIX YIpo3.
Knaccudukanus yszsumocteit u yrpos. Knaccudukanus cnoco6os HC/I.
Tunosele aTaku Ha KOMMYHUKAIIMOHHBIE TPOTOKOJIBI.

MesxayHapoiHble 6a3bl TaHHBIX U PEECTPBI YSI3BUMOCTEM.

bank nanubIx yrpo3 6e3onacuoct uHpopmanun GCTIK Poccun.

Tema 5. Mepsl NpOTUBOACHCTBUS yrpo3aM O€30MaCHOCTH.
IIpaBoBoe obecnieueHre HHPOPMALIMOHHOM O€30MaCHOCTH.
OpranuzalvoHHble, PU3NYECKUE, TEXHUUECKHUE MEPBHI.
[TonuTrka nHpOpMAMOHHON 6€301MaCHOCTH OpraHU3allly.

Tema 6. Kpunrorpadudeckre MeTobl 3aUThl HHGOPMAIUH.
OcHoBHble 3a7aun kpuntorpaduu. Kpunrorpaduyeckue cuctemsl.
Kpunrorpaduueckue npotokosnsl. Lupposas noanuce. Xenr-pyHkius.
CrangapTsl B 06J1aCTH KpUNTOrpadhudecKon 3aiuTsl HHOpMaIUu.

Tema 7. OCHOBHBIE MEXaHU3MBI 3AIIUTHI OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA.
Kontpons nenoctHoctu. Unentudukanus. [IpoTokonupoBanue u ayaur.
VYrpasneHue 40CTyNOM. 3aliuTa OT BPEJOHOCHBIX POIPaMM.

3ammra MeKCeTeBOro B3auMoAeicTBYs. 3amura HHGOpMaIUK MpH repeaaye.
[IpenoTBpaienue yreuek HHGpOpMaIIUH.

Tewma 8. Undopmarninonnas 6€301macHOCTh KOMITBIOTEPHBIX CETEH.
YTpo3bl KOpHOpaTUBHOM ceTH. 3amuTa nepuMerpa. OCHOBHBIE MEXaHU3MBI 3aIHUTHI.



bazoBrie CpCAcCTBa 3allUTbl KOMIBIOTCPHBIX CeTeH. MEKCETEBLIC 9KpaHbl, CHUCTCMbI
aHajM3a 3allUIEHHOCTH, CUCTEMbl OOHapykeHHs arak. BupryanpHbie dacTHble cetn (VPN).
Aynut 6€30MacHOCTH.

9. Tekymmii KOHTPOJIb MO AUCHUIIHHE

Texkymuii KOHTPOJb MO AMCIUIUIMHE MPOBOAUTCS IYTEM KOHTPOJIS IOCEHIaeMOCTH,
BBITMIOJTHEHUS] KOHTPOJIbHBIX 3alaHuil u (ukcupyercsa B (popMe KOHTPOJBHONH TOYKH HE MEHee
OJIHOTO pa3a B CEMECTP.

TunoBbie KOHTPOJIbHBIC 3aJaHUs JIJIsl POBEACHUS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH 10
JIUCLIUILINHE.

Tema “TlonsiTuitHblid ammapaT uHGOpPMAIMOHHON Oe3omacHocTh”. 3amanue. Mcmonb3ys
bank nmanHbIX yrpo3 OeszomacHoctu uHpopmammu DPCTIK Poccum (www.bdu.fstec.ru),
TpeOyeTcs AeTaibHO HM3YyYUTh TPH Yrpo3bl 0e30macHOCTH WHGOpMauuu (OMHCaHWE YTPO3bI,
HMCTOYHHKU YIpO3bl, OOBEKT BO3JCUCTBUS, MOCIEACTBUSA pEATH3aAlUUA YTrPO3bl), MPUCYIIHUX
HEKOTOPOMY OJIHOMY BBIOPAaHHOMY CTYAEHTOM OOBEKTy (0OsiayHasi CHUCTeMa, TPUJ-CHCTEMA,
BIOS, BuptyanbHas mammHa, OeCrpoBOAHAs CETh, Web-NPUIIOKEHHUE, XPAHMIUILE OOJIBIINX
JMaHHBIX U T.IL.), @ TaK)Ke TPU YCTPAHEHHBIE YS3BHUMOCTH ISl HEKOTOPOTO OJHOTO BBIOPAHHOTO
cryneatom [10 (CYBJ MySQL, bpayzep Google Chrome wu T.1.). CTymeHT IODKEH
CaMOCTOSITENIbHO BBINIOJIHUTG 33JaHHE, BBUIOKUTH OTYET B CHUCTEMY YIpaBICHHS OOydeHHEM
Moodle, mpu HEOOXOTUMOCTH MPOAEMOHCTPUPOBATh MPENOAABATEII0 MPH YCTHOW 3alllUTe
BJIa/ICHUE OCHOBHBIMHU MOHATHAMH MH(GOPMAIIMOHHOMN Oe3omacHoCTH. OTUeT BKIIIOYAET B ceOsi:
Ha3BaHUE JUCHUIUIMHBI U 3amanus, PO u HOMEp TpYIIbl UCIOIHUTENS PadOTHI, Pe3yJbTatr
BBIMIOJTHEHHUs]  paboThl: 1) COHCOK  OmpeleNeHuid TEePMHHOB: yrpo3a, YSA3BHUMOCTH,
KOH(UICHIMATLHOCTD, IICJIOCTHOCTh, JIOCTYITHOCTB, 2) CIHCOK W3YYCHHBIX yrpo3 U
YA3BUMOCTEM.
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Tema “UudopmanronHas 0e30macHOCTh KOMIBIOTEPHBIX ceTeit”. 3amanue. TpeOyercs
BbIOpaTh Kakoe-Inbo MporpaMMHOE cpeAcTBO 3amuThl nHpopmanuu (C3M) ot kakoro-nu6o
MPOU3BOAMUTENS, HM3YyYUTh MpEeTHA3HAUEHUE CHUCTEMBI/CPECTBA/MHCTPYMEHTA: KakKue 3a/laud
PENIafoTCST U KaKUe METOJIBI/TIOIXO/bI/aITOPUTMBI UCTIONB3YIOTCS JJIs PEIICHHs JaHHBIX 3ajad,
apXUTEKTYpy (cxeMy paboThl), PYHKIIMOHATBHBIE BO3MOXHOCTH U XapaKTEPUCTUKH CPEACTBA.
W3nydeHHBId Marepuan H3JIaraeTcsi B BHJE KpaTKoro pedepara C yka3aHHEM HCTOYHUKOB
uHpopmaruu. [locne yero Hago ckavyarh, YCTAaHOBUTH MPOOHYIO Bepcuto u3ydenHoro C3U, u
HACTPOUTH, aKTHBHU3HMPYS 0a30BbIE BOBMOKHOCTH MpoayKTa. CTYACHT JOKEH CaMOCTOSTENHEHO
BBIMIOJIHATH 3aJlaHMe, BBUIOKUTH OTYET B CHUCTEMY YyrpasieHusi oOyuenwem Moodle, npu
HEOOXOIMMOCTH  NPOAEMOHCTPHPOBATh IPETIOABATENI0O TPHU YCTHOW 3allUTe BIIAJCHHE
marepuanioM. OTueT BKIIOYaeT B ceOs: Ha3BaHWE AUCUUIUIMHBI U 3amganus, OO u HOMeEp
TPYIIBI HCITOJIHUATES pa0OThI, PE3YJIbTAT BBITIOJHEHUS pabOTHI B BHJIe pedepara U CKPUHIIIOTOB
(cauMkoB dkpana) ¢ Hactpoitkamu C3U. [Mpumepsr C3U: Kpuntollpo CSP — kpuntomnposaiinep,
Secret Net Studio - 3amra xKoHeuHbix Touek, Kaspersky Small Office Security - 3amura s
MaJjioro 6usHeca.

Tema “Kpunrorpaduueckue Metoas! 3auThl nHpopmanun”. 3aganue “Iludper 3ameHb!
u nepectaHoBku’. TpeOyercs 3ammdpoBarb cBoe OUO: 1) nozyHroBeiM mmuppom; 2)
muppom  Bmkenepa; 3) mmppoM  BepTHKAIbHOW  MEpPECTaHOBKM; pacmudpoBaTh
IPOM3BOJIBHOE CJIOBO M3 MPEIJIOKEHHOIO CIUCKa W 3amu@poBaHHoe wmuppom Buxenepa
IIpU U3BECTHOM Kitoue. CTYIEHT JOJDKEH CaMOCTOSITENIBHO BBIIOJIHUTH 3a/laHUE, BBUIOKUTH
OTYET B CHCTeMy ympamieHus oOydenuem Moodle, nmpu HE0OXOTUMOCTH MPOJECMOHCTPUPOBATH
Iperno/aBaTeliio MpH YCTHOM 3aluTe BiajJeHre MaTepuanoM. OT4eT BKIIOYAeT B ce0sl: Ha3BaHUE


http://www.bdu.fstec.ru/

JTUCUMIUTMHBL 1 3a1aHusi, PO 1 HOMep TpyIIbl UCTIONHUTENS paboThl, Pe3yJIbTaT BHITOIHEHHS
paboTHI.

Tema “OcHOBHBIE MEXaHHM3MBbl 3AIIUTHl OT HECAHKIIMOHUPOBAHHOTO J0CTyna”. 3ajaHue
“PyxoBogsuie aokymeHTsl!”. HMcnonb3ys cailt @CTOK Poccum (PenepanbHasg ciyxba 1o
TEXHHYECKOMY M JKCHOPTHOMY KoHTpojro) http://fstec.ru/, Beiopars C3U B ['ocymapcTBeHHOM
peecTpe cepTU(UIMPOBAHHBIX CPEJICTB 3aIlUThI HH()OPMAIUHU, KOTOPOE UMEET CepTH(UKAT Ha
COOTBETCTBHE OJHOMY WM HECKOJIbKHM PYKOBOASIIMM JOKYMEHTaM: JIMOO MO  YpPOBHIO
KoHTposis  orcyrcTBust HJIB (HemeximapupoBaHHBIX  BO3MOXKHOCTEH), nuMO0 1Mo  Kiaccy
sanuiieHHoctd CBT  (cpencTB BBIMUCIUTEIBHONW TEXHHMKH), TUOO MO KJIaccy 3allUIIEHHOCTH
MD (MexceTeBBIX JKpaHOB), JIMOO MO Kiaccy 3amuiieHHOCTH AC (aBTOMAaTH3WPOBAaHHBIX
CHUCTEM), H3yYUTh COOTBETCTBYIOIIUI(HE) PYKOBOJISIIIHI(HE) JIOKyMEHT(BI), OIHCATh
TpeOOBaHUS, KOTOPHIC MPEABSBISIOTCS K BHIOPAHHOMY CPEACTBY 3alllUTBI C TOYKU 3PCHUS
COOTBETCTBUS Kjaccy 3amuiieHHOCTH BbhIOpaHHOTo C3U. CTygeHT OOMKEeH CaMOCTOSATEIbHO
BBIMTOJIHUTH 3aJaHue, BBUIOKUTH OTYET B CHCTeMy ympaBieHus oOyudenwem Moodle, mpu
HEOOXOMMOCTH MPOAEMOHCTPUPOBATh MPEMONABATEeN0 MpPH YCTHOW 3alUTe BIaJICHUE
marepuasioM. OTdueT BKIOYaeT B ceOs: Ha3BaHWE JUCHUIUIMHBI U 3amanus, OO u HOMeEp
TPYNIbI UCIOTHUTENS PabOThl, pe3yIbTaT BHITIOTHEHUS paOOTHI.

BrimonHenue 3agaHuii olleHMBaeTCs MO OMHApHOW cucTeMe (3aueT/He3adyer): 3a4yer -
CTYICHT B LIEJIOM YJOBJIETBOPUTEIILHO pa30oupaeTcs B 3aa4e, XOPOIIO 3HAET MaTepHrall, OTBEYaeT
Ha BONPOCHl C 3aMEUYAHMSIMH WM C HErpyObIMH OIIMOKaMH; He3adyeT - CTYAeHT ciabo
pasbmpaercs B 3aade, II0X0 3HAET Marepual, He OTBEYAET, JINOO OTBEYAeT, HO C OMMOKaMH Ha
BOMPOCHI Mpenoaasaresns. Jlomyckom 10 3aueta siBisieTcst BoinonHeHue 80% 3amaHuid.

10. lMops10k NpoBeAeHUs] U KPUTEPUH OLIEHUBAHUS MIPOMEKYTOYHOH aTTeCTAIIUH

[IpomexxyTouHast aTTecTalusi OCYILIECTBISIETCA HAa OCHOBE IPOBEPKU BBINOIHEHUS
KOHTPOJIbHBIX 3aJaHWii W/WIKM 10 pe3yibTaraM COOECEIOBaHUS C HCIOJb30BAHHEM IICPEUHS
KOHTPOJIBHBIX BOMNPOCOB MO Kypcy. (Cxema BOMNPOCOB 3aueTa JOJKHA COOTBETCTBOBATH

KOMITIETEHTHOCTHOM CTpYKType JUCIUTUINHEL. IIpn OLIEHUBAHUU HE00X0MMO
MPOJEMOHCTPUPOBATh JOCTHKEHHE BCEX 3alJIAHUPOBAHHBIX WMHIUKATOPOB — pe3yJbTaToOB
00y4eHwusI.

[IpuMepHBIii IepedeHb BOIIPOCOB K 3a4ETy:

YpoBHU npeicTaBIeHUs HH(OPMAIHH.

CgoiicTBa 3amuinaemMoil HHGopMaIu.

Buibl TaiiH (rocyaapcTBeHHas1, CykeOHas, mpodecCuoHaIbHAs U 1. ).
TepMuHBI, OTHOCALINECS K BUAAM 3allUThl HH()OPMAaLIUH.

TepMuHBI, OTHOCSIIIHECS K CITOCO0aM 3amuThl HH(OPMAIIIH.

TepMuHBI, OTHOCSALINECS K 3aMBICITY 3alUTHl HH(OPMAIUH.

TepMuHBI, OTHOCSIIUECS K 0OBEKTY 3aIUThI HH(OPMAIIHH.

TepMHUHBI, OTHOCSIIIUECS K YTpo3aM 0€30MacHOCTH HH(POPMALIUH.

©CoN Ol wDdDE

TepMUHBI, OTHOCSIINECS K TEXHUKE 3alUTHI HHHOPMAITUH.

1O HamumonanbHas 6e3omacHocTs PO.

11. JoxTpuna nuHpopManmoHHoi 0e3onacHoctu PO.

12. 3akoHOaTeNIbHAS OCHOBA 0OecTieueHHs MH()OPMAIIMOHHON O€30ITaCHOCTH.
13. HopmaruBHast ocHOBa obOecriedeHust HH)OPMAIIMOHHOW 0€30TIaCHOCTH.
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be3onacHoCcTh KpUTHYECKOW HH(POPMAITMOHHON HHGPACTPYKTYphl PD.
['ocymapcTBeHHas cuctema odecrieueHust HHHOpMAIIMOHHON 0€30I1aCHOCTH.
HecankunoHnpoBaHHBIE ONEpaluy ¢ UHPOPMALIUEH.

HcTounuku u KaaccuuKaus yrpos.

[TepeueHp TUMOBBIX HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIPO3.
[TepedeHb TUMOBBIX MpPEIHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.
Knaccugukaius cnoco60B HeCaHKIIMOHUPOBAHHOTO J0CTYIIA.
TunoBsle aTaky Ha KOMMYHUKALIMOHHBIE TPOTOKOJIBI.
3aKoHOaTeIbHbIE MEPBI IPOTUBOAEHCTBHS Yrpo3aM 0€30IaCHOCTH.
Opranu3anroHHbIE MEPbI IPOTUBOJICHCTBUA yrpo3aM 0€30MacHOCTH.
dusnuecKue U TEXHUYECKUE MEPhI IPOTUBOACHCTBHSI yTpo3aM 0€30acHOCTH.
Aytentu¢ukaius. HeBO3MOXXHOCTb 0TKa3a OT aBTOPCTBA.
Nmuro3zamura. [udposas noanuce.

CuMMeTpUYHBIN / aCUMMETPUYHBIN IUdD.

Kpunrorpaduueckas ctoiikocts mudpa.

Merton kpuntorpapu4eckoro aHaau3a.

Kpunrorpadudeckuii mpoToKoJI.

Kpunrorpaduueckas xem-pyHKIus.

Knaccugukaiuss KpunTornpoTOKOJIOB.

CoiicTBa I pOBON MOAHCH.

Kpunrorpaduueckue mpoToKOIbI ayTeHTU(DUKALIHA COOOICHHH.
Kpunrorpaduueckue npoTokoibl HASHTU(DUKALIUH.

OO0BexT, cyOBeKT, JOCTYI K MHPOPMALIUY, ITpaBUjIa pa3rpaHUYCHHs JOCTYIA.
Wnentudukanys, ayreHTU(GUKALUSA, aBTOPU3ALUS.
[TpoTokonupoBanue U ayauT (aKTUBHBIHN ayIuT).

CraTtuctuyeckuit MeTos1 oOOHapy>KeHHs aTak.

CurHatypHbslii METOJ OOHAPY)KEHHUS aTaK.

JIMCKpenlMoHHOE yIpaBIeHUE TOCTYIIOM.

ManzgaTtHoe ynpaBiieHHE JOCTYTIOM.

PosnieBoe yrnpaBieHue q0CTynom.

3amuTa HHPOPMALIMU NIPH XPaHEHHUHU U Tepeiaye.

3amuTa OT BPEIOHOCHBIX IIPOrpaMM.

Bupl KOMIIBIOTEPHBIX BUPYCOB U BPELOHOCHBIX NPOTPAMM.

3amuTa MEKCETEBOrO B3aUMOIEHCTBUS.

[IpenoTBpatienre yreuek HHPOpMaIHH.

Aynut 6€e30MacHOCTH.

YTrpo3sl KOPIIOPATUBHOM CETH. 3aINUTA IEPUMETPA CETH.

OCHOBHBIE MEXAHU3MBI 3aIIUTHI KOPIIOPATUBHOMN CETH.

CpencTBa 3amuTsl HHPOPMAIIUHI: MEXKCETEBBIE SKPAHBI.

CpencTBa 3amuThl HHGOPMAIUK: BUPTYAJIbHbBIE YACTHBIE CETH.
CpencTBa 3amuThl HHMOPMAIMK: CUCTEMbI aHAIN3a 3aIUIEHHOCTH.
CpencTBa 3amuThl HHPOPMAIIUH: CUCTEMbI OOHAPY)KEHUS aTakK.
CucreMsl IpeIOTBpaIlleHUs] YyTeUKH KOHPHUACHIINaIbHOW HHPOpMAIUH.
[TonuTuka nHpOpMaLMOHHON 0€30MaCHOCTH OpraHU3aI|H.

Kpurepun onieHMBaHus MPOMEKYTOUHON aTTECTALIUN:



3aueT MO NUCUMIUIMHE — CTYJICHT OBJIaaeN 00s3aTelIbHBIM MaTepuajioM IO pasfenam
JEKIIMOHHOTO KYypCa, BO3MOXXHO C HEKOTOPBIMH HEOCTaTKaMu, a TAaKXKe IMOKa3al TpeOyemble
YMEHUS U HABBIKH MPH BBITIOJIHEHUH OOJIIIMHCTBA KOHTPOJIBHBIX 3a1aHHH.

Hezager 1o JUCHUIINIMHE — CTYACHT HUMECT CYIICCTBCHHBLIC HpO6CHBI 10 OTACIIbHBIM
TCOPCTUUCCKUM pa3aciaM JUCHUIINIMHBI WX HE IMOKa3aJl Tpe6yeMLIe YMCHHA W HABBIKW IIPU
BBIIIOJIHCHUH KOHTPOJIbHBIX 3a,[[aHPII>i.

11. YyeOHO-MeTOAMYECKOE 00ecIIeUeHHue

a) DIEKTPOHHBIN y4yeOHBI Kypc MO JUCIHUILUIMHE B JJIEKTPOHHOM YHUBEPCHUTETE
«Moodlex»

0) OLileHOUHBIE MaTepHalibl TEKYHIEr0 KOHTPOJISI M MPOMEKYTOYHOM aTTECTAllUH I10
muciumuinbe (Ilpunoxenue 1).

B) CeMuHapCcKuX / MPaKTUYECKUX 3aHATUHN MO AUCLIUILIINHE HET.

r) JJabopaTopHbBIX pabOT MO TUCHUIIIIUHE HET.

1) MeTtoauyeckue yKazaHus 10 OPraHU3aI[MH CAMOCTOSTEILHON pabOThI CTYICHTOB.

CamocrosTenbHas paboTa OpraHu3yeTcs B cieayrmux (opmax: padora co claimamu
JIEKIIMU; W3Y4YEHHE BOIPOCOB, BBHIHOCHMBIX 32 PAMKH JIEKIIMOHHBIX 3aHSTHI; BBINOJIHEHUE
KOHTPOJIbHBIX 33/IaHUI; MOJATOTOBKA K PyOSKHOMY KOHTPOJIIO IO TeMe/pasneny (arrecTanun).
Paboty co cmaiimamMu (KOHCIIEKTOM) JIEKIIMH IieJecoo0pa3HO MPOBOAUTH HEMOCPEACTBEHHO
nocie ee npociaymuBanus. Heo0xoaumbIM siBIsieTCs TITyOOKOE OCBOEHUE COJIEPIKaHUs JIEKLIUU U
CBOOOJHOE BIQJICHHE UM, B TOM 4YHCIIC HCIIOJIb30BAaHHOM B HeW TepMHUHOJOrHH. W3ydeHue
BOIIPOCOB, BBIHOCHUMBIX 3@ paMKHU JIEKLIMOHHBIX 3aHSTUH, MPEANOiaracT CaMOCTOSITEIIbHOE
M3YYEHUE CTYJEHTaMH JOMOJHUTENbHON nuTeparypbl. KOHTpoNbHbIE 3a1aHUs, IPUBEICHHbIE B
TUTaHAX 3aHSATHH, BBIOIHSIIOTCS CTYJIEHTaMHU B 0053aTEILHOM TOPSIZIKE.

MeTtoauyeckue yka3aHusi 00y4arouuMcs 0 OCBOCHHIO IUCIUIUIMHBL [IeJIEHANIPaBICHHO,
CUCTEMATUYECKU U IIJJAHOMEPHO paboTaTh CO cilaijaMu JIEKIUH; M3ydaTbh PEKOMEHIYEMYIO
JUTEPaTypy, 100bIBas HOBbIE/0OOOIIAs MOTyYCHHbIC 3HAHUS, TPATHTH HE MEHEEe Yaca B JICHb Ha
CaMOCTOSITENIbHYI0 pa0OTy; KOHCYJIbTUPOBATHCS C TPENOAaBaTeIeM IMpHU BO3ZHUKHOBEHUU
BOIIPOCOB; aKTUBHO HCIIONb30BaTh y4eOHO-MeToAnvecKuii komiuieke Ha Gase Moodle TI'Y;
pabotatk ¢ TemaTnyeckuMu popymMaMu B ceTu MIHTEpHET.

12. Ilepeuyens y4yeOHOI TuTEpaTyphl U pecypcoB ceTu UHTEepHeT

a) OCHOBHas JUTEpaTypa:

— Hectepo C.A. OcHoBBI nH(poOpManMOHHON Oe3zomacHocTu: ydeOHoe mocobue / C.A.
Hecrepos. - 5-¢ u3z., crep. - Cankr-IlerepOypr : Jlans, 2019. - 324 c.

— bapanoBa E.K. OcHoBbl nHpopmannonHoii 6e3onacHoctu: yuyeOnuk/ E.K. bapaHosa,
A.B. ba6ami. - Mocksa: PUOP : UH®PA-M, 2019. - 202 c.

— E.B. BoctpenioBa OcHoBbI HH(OpMaIMoHHOK 6e30macHoCTH @ yuebHoe nocobue / E. B.
Boctpemnoga. - EkarepunOypr : 3n-Bo Ypai. yauBepcuteta, 2019. - 204 c.

0) IOTOJTHUTEIbHAS JIUTEPATYpa:

— T'anatenko B. A. OcHOBBI HH(OpMaIIMOHHON Oe30macHoCTH : yueOHoe mocodue / B. A.
["anatenxo. - 4-e u3n.. - Mocksa : MHtepHeT-YHuBepcuteT MHpOpMaMOHHbIX TeXHOIOTHH,
2010. - 205 c.

— E.b. benoB OcHoBbl nHopMannonHoi 6e3onacHocT: yuyebHoe nocoodue / E. b. benos,
B. II. Jlocs, P. B. Memepsikos, A. A. [llenynanos. - Mocksa: I'opsiuast nunus - TenekoM, 2006. -
544 c.

— bonpapes, B. B. Benenue B nHpopManmonHyto 6€30MacCHOCTh aBTOMAaTH3UPOBAHHBIX
cucteMm: yueOHoe mocobOue / B. B. bonmapeB. - Mockpa: U3parensctBo MITY um. H. D.
baymana, 2016. - 250 c.



B) pecypchl cetn MIHTepHeT:

— OcHOBBI HH(POPMAIIMOHHOW Oe30MacHOCTH [DIeKTpOoHHBINA pecypc| / HanmoHanbHbIM
Otkpeiteiid YauBepcutet "MHTYUT". URL: http://www.intuit.ru/studies/courses/10/10/info

— AHTUBUpYCHas 3allUTa KOMIIBIOTEPHBIX CHCTEM [DneKTpoHHbBIH pecype] //
HanunonansHbii OTKpBITHIN YHuBepcurer "MHTYUT". URL:
http://www.intuit.ru/studies/courses/2259/155/info

— be3omacHocTth cereit [OnekTpoHHbli  pecypc]| // HanuonanbHbId  OTKPBITHIN
Yuusepcuter "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info

13. Ilepeyenb HHGPOPMALMOHHBIX TEXHOJIOT Ui

a) JIMLIEH3UOHHOE U CBOOOTHO PAaCIpOCTPaHIEMOE ITPOrpaMMHOE 0OecrieueHue:!
— OC Windows/Linux, 6pay3sep Firefox/SIumexc
— my0anyHO AOoCcTymHBIE o0snaunbie Texnonoruu (Google Docs, Sflnnekc auck u T.1.).

0) nH(MOPMAIIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DnexTpoHHbIN Katanor Hayunoit 6ubnuorexku TT'Y —
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DnexkTpoHHas oubnuoteka (penozuropuii) TT'Y —
http://vital.lib.tsu.ru/vital/access/manager/Index

— OBC Jlans — http://e.lanbook.com/

— OBC Koncynbrant cryaenrta — http://www.studentlibrary.ru/

— ObpasoBatenbHas mwiardopma KOpaiit — https://urait.ru/

— OBbC ZNANIUM.com — https://znanium.com/

— OBC IPRbooks — http://www.iprbookshop.ru/

B) po)eCCHOHAIIbHBIC Oa3bl JAHHBIX:
— bank nanHbIX yrpos 6e3onacHoctu uHdopmarmu ®CTIK Poccun- hitps://bdu.fstec.ru/
— National Vulnerability Database (NVD) - https://nvd.nist.gov/

14. MaTtepua/jibHO-TEXHUYECKOe o0ecreyeHue

Aynurtopun A NPOBEACHUS 3aHATUN JIEKIMOHHOIO THUIA, WHIUMBUAYAJIbHBIX U
IPYNIOBBIX KOHCYJIbTAIlMM, TEKYIIEr0 KOHTPOJIS U IMPOMEXYyTOouHOM arrectanuu. [lomemeHus
JUIL CaMOCTOSITEIbHOM pabOThl, OCHAILLCHHbIE KOMIBIOTEPHOM TEXHUKOM M JOCTYIOM K CEeTH
WHTepHET, B AJIEKTPOHHYI0 MH(YOPMAIMOHHO-00pa30BaTeIbHYIO Cpey U K MH(OPMallMOHHBIM
CIIPABOYHBIM CUCTEMAM.

15. Undopmanus o paspadorunkax

TpenbkaeB Bamum HukonmaeBuu, KaHA. TEeXH. HayK, JOLEHT, JOLEHT Kadeapsl
KOMIIBIOTEPHON 0€301MacHOCTH


http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/
https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/
https://bdu.fstec.ru/

