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1. Henp ¥ mu1aHMPYyeMble Pe3yJIbTATHI 0CBOCHHUS TUCHHMIIIUHBI

[enbto 0CBOEHMS JUCIUIUIMHEI ABIsETCS (POPMUPOBAHKE CIIEAYIOIIMX KOMIETSHIUI:

OIIK-4 CnocoGeH  onTUMalbHBIM  00pa3oM  KOMOMHHPOBATH  CYIIECTBYIOIIUE
UH(POPMALIMOHHO-KOMMYHUKAIMOHHBIE ~ TEXHOJOTMM JJIs  pelIeHus 3a7ad B objactu
npo¢eCCHOHATILHOM IEATEFHOCTH C yU4eTOM TpeOoBaHU MHPOPMALMOHHOW O€30MTaCHOCTH

IIK-1 Cnocoben mnpoektupoBarh mnporpammuHoe obecneuenue—I1K-2 — Cnocoben
OLICHUTh YPOBEHb OE30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM H pa3padoTaTh MPOTPaMMHO-
anmapaTHble CPeJCTBA 3aLUIUThI HH(POPMAIIHH.

PesynbraTamMu OCBOCHHUSI TUCIUILIMHBI SBISIOTCS CIEIYIONNE UHINKATOPBI TOCTHKCHUS
KOMIIETECHIIUM:

NOIIK-4.2 YuursBaTh OCHOBHBIE TpeOoBaHUs “H(pOPMAITMOHHOM
6€e301acHOCTH
NIIK-1.1 Hcnonp3yeT CylIecTBYIOUIME THUIOBbIE pEIIeHHs M 11a0JOHbI

IMPOCKTUPOBAHUSA ITPOTPAaMMHOTO obecrnieucHUs

2. 3aIla‘lI/I OCBOCHHSA JUCHUIIJINHBI

e HayuuTbCs  MCIOJIB30BAaTh  COBPEMEHHbIE  MH(POPMALMOHHO-KOMMYHUKALIMOHHBIE
TEXHOJIOTUM Ul PpEIICHUs 3a1a4 B OO0JIACTH NPUKIAJHOW MATEMaTHKH C YYETOM
TpeboBaHui MHHOPMAITMOHHON 0€30aCHOCTH.

e HayunThCcsi HCIIONB30BaTh W3BECTHBIE KPUIITOrpaUIeCKHe CHCTEMBI JJIsi 00eCTIeYeHHUs
0€30I1aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

e HayunTbCsi HCIONB30BAaTh OCHOBHBIE BHIBI MOJUTHK KOHTPOJS JOCTyHna U
COOTBETCTBYIOIIME MOJAETH Oe30MacHOCTH s pa3palOTKM M aHalu3a MEXaHH3MOB
KOHTPOJIS TOCTYTIa KOMITBIOTEPHBIX CHCTEM.

e HayuuThCcs aHaIM3MPOBATh OCHOBHBIE TpeOOBaHMs HMH(GOPMAIMOHHON 0€30MacHOCTU K
MOJIMTAKAM KOHTPOJIS TOCTYTa M KpUITOrpadUIecKUM IIPOTOKOIIAM 3aIUThI TaHHBIX.

e HayuuTbCs yuuTHIBAaTH OCHOBHBIC HANpaBIeHHUs aTak Ha pPacHpOCTPaHEHHBIE
TEJIEKOMMYHHUKAIIMOHHBIA TPOTOKOJIBI JUISI OpraHW3allMd Mep IO TPOTHUBOJAEHCTBHIO
TaKUM aTaKaM.

e HayuuTbCsi TPUMEHSTH CYIIECTBYIOIIME NPUMHUTHBBI Pa3pabOTKH CHUCTEM KOHTPOJIS
JIOCTyIa W MEXaHM3MBI UX peajH3aluyl Uil pa3paboTKH Oe30MacHBIX KOMIBIOTEPHBIX
CHCTEM.

e Hayuntecsi TpPUMEHSATH 3HAHUS MaTEMaTHYECKUX OCHOB  KPHUNTOrPapHUECKHX
QITOPUTMOB JUTS UX TPOrPAaMMHOMN peasn3aliiil ¥ BHEIPEHUS B KOMITBIOTEPHBIE CUCTEMBI.

e Hayuutscs obOecrieunBarh Oe3omacHoe (YHKIIMOHHPOBAHHE TEIEKOMMYHHUKAIIHOHHBIX
IPOTOKOJIOB.

3. MecTO AUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMmbl
JlucuuruinHa OTHOCHUTCS K  00s3aTeNbHOM dYacTh 00pa30BaTENbHOW IMPOTPaMMBIL.
Jucuumnimza BXOOUT B MOAYJIb «BBeneHne B criennann3anuioy.

4. Cemectp(bl) ocBoeHHsI U (popMa(bl) MPOMEKYTOUHON ATTECTANMH MO TUCHUILIHHE

Bropoii cemecTp, 3auer

5. BxoaHble TpeOoBaHMSsI AJIsl OCBOEHUS TUCIUILIAHBI

Jlis ocBOEHMSI NUCHUIUIMHBI HEOOXOAMMO 3HAaTh OCHOBBI JMCKPETHOM MAaTeMaTHKH,
o01elt anreOpbl, KOMIBIOTEPHBIX CETEH U ONEPAIMOHHBIX CUCTEM.

[IpepekBu3uThl  OUCHUIUIMHBL:  BBemeHne B MPOrpaMMHYI0 — HHXKEHEPHIO,
NudpopmannonHast 6e30nacHOCTh ¥ paboTa C epCOHAIbHBIMU JaHHBIMHU.



6. SI3bIk peanu3anuu

Pyccxknii

7. O0beM JUCHHUILIHHDI

OO61mas TpyA0eMKOCTh AUCHHUIUIHHBI COCTaBisaeT 3 3.€., 108 uacoB, U3 KOTOPHIX:
-JIeKuuu: 32 4.
O0beM caMOCTOSTENBHON padOThI CTYICHTA ONPEAETICH YYCOHBIM IIIAHOM.

8. Conep:xaHue IMCHUILVINHBI, CTPYKTYPUPOBAHHOE M0 TeMaM

Tema 1. OOu1re NOHATUS KOMITBIOTEPHON 6€3011aCHOCTH

OcHoBHbIE IOHATHUS KOMIIBIOTEPHOM O6e3omacHocTH. KoHpuaeHIManbHOCTh, EIOCTHOCTh
U JIOCTYITHOCTh MH(popManuu. Bussl atak Ha KOMIbIOTEpHBIE cUcTeMBl. [IpaBoBoe obOecrnieueHue
KOMIIBIOTEPHON 0€30MaCHOCTH.

Tema 2. OcHOBEI ceTeBOM 0€30IMacHOCTH

ATaku Ha TeleKOMMYHHUKanuoHHbIe MpoTokosbl. Ctek TCP/IP u ataku Ha Hero. DDOS
araku (DNS, HTTP, TCP, MAC-flooding). MAC flooding u spoofing. MexcereBbie KpaHbl.
7110361 CETEBOTO U MPUKIIATHOTO YPOBHEH, MAKETHBIE (PUIIBTPHIL.

Tema 3. Kpunrorpadguueckas 3amura uHGopmanum

Beenenue B kpunrorpaduto. Iudpsl moacraHoBku u nepectaHoBKH. CHMMETPUYHBIC U
accuMeTpu4Hble KpuntocucteMbl. [loTounsie u Gnounbsie mudpel. AES (Advanced Encryption
Standard) u DES. Pexumsr mmdppoBanusi. Hash-¢pynkinuu u mudposas mommuck. [lepemada
ceancoBoro kioua (RSA u anroputm ndpu-Xenmana). Perfect forward secrecy. llludpposanue
UHTepHET-Tpaduka Ha mpumepe Transport Layer Security. Otmmuns TLS 1.3 u 1.2.

Tema 4. YrpaiieHue JOCTYTIOM.

Kontpons pgoctynma B KOMIBIOTEPHBIX cuUcTeMax. JluckpennoHHas W MaHAAaTHAs
MOJIMTUKU KOHTPOJs jaoctyna. OCHOBHBIE MOJENM M MEXaHU3Mbl KOHTPOJIS JOCTyNa B
KOMITBIOTEPHBIX CHUCTeMax. MeTojsl peanu3anuyd MoJuTHK KoHTposs aoctyna (IBAC, LBAC,
RBAC, ABAC).

9. Tekymunii KOHTPOJIb MO TUCUHUIJIMHE

Tekymuit KOHTPOJIb N0 AUCIMIUIMHE MTPOBOMUTCS ITyTEM IPOXOXKICHUS TECTOB B CUCTEME
moodle, BBIOTHEHUS W TPEJICTABICHHS TPYNIOBOTO MpPOeKTa W (HUKCUpyeTcs B Qopme
KOHTPOJIHOM TOYKH HE MEHEe OJTHOTO pa3a B CEMECTP.

TunoBsle 3agaHuss ¥ WHBIE HEOOXOAWMBIC IS TEKYLIET0 KOHTPOJS MaTepHaibl
npuseneHs! B [Ipunoxxennn 1 x padoueit mporpamme «DOH OLIEHOYHBIX CPEACTBY.

10. Iopsiaok NpoBeieHUs] U KPUTEPUH OLIEHNBAHUS MPOMEKYTOYHOM aTTecTaluu

[IpoMerxyTouHast aTTecTalis Mo JUCIUIUIMHE MPOBOAMTCS B (hOpME YCTHOTO 3a4yéTa 1o
TeopeTuueckoMy Marepuany. Kaxnapiii Owiier Juisi YCTHOrO 3ad€ra COCTOMT W3 JABYX
TEOPETUYECKMX BOIMPOCOB IO PaA3IUYHBIM TeMaM JWCIHUILIMHBI, a TaKXe COIMPOBOXKIACTCS
JOITIOJIHUTCIIbHBIMHU BOHpOC&MI/I 10 TCMaM OUCIUITJINHBI.

IIpumepbI BONPOCOB K 3a4ETYy
1. KonbuneHMaaIbsHOCTh, IEJIOCTHOCTh M TIOCTYITHOCTh HH(OPMAIIHH.
2. Iudposas moanuck
3. JluckpernoHHas ¥ MaHAATHAsI MOJUTHKH KOHTPOJIS JTOCTyIa



4. Tlepenmaua ceancoBoro kmova (RSA wu amropurm Juddu-Xenmana). Perfect forward
Secrecy.
5. CuMMeTpHUYHBbIC B ACHMMETPHYHBIE U (PHI.

OcranbpHble BONPOCHI U TaKXe€ KPUTEPHUM OLEHHWBaHUS HpuBeaeHsl B [lpunoxenun 1 k
paboueii mporpamme «DOH]T OTIEHOYHBIX CPECTBY

Jlyis momycka K YCTHOMY JK3aMeHY HEOOXOJIMMO TPOXOXKICHUE TEKYIICH aTTSCTAIIHH,
KOTOpasi BKIIOYAET CIACAYIONINE MyHKTHI.

1. BolnosiHeHUe rpyImnoBoro nNpoeKkTa

2. Ilpoxoxnenue TtectoB B cucreMe moodle. Tect cuurTaeTcss MPONUICHHBIM, €CIH
oOyuaromuiics BepHo oTBetun Ha 70% BompocoB wmiu Oosnee. B ciayuae Heymaum —
MPEIOCTABIISCTCS JOMOIHUTENbHAS MOTMBITKA.

11. YueOHO-MeTOAUYECKOE O0ecIeueHne

a) DIIEKTPOHHBIN Yy4YeOHBIH Kypc MO JTUCIHUIUIMHE B SJICKTPOHHOM YHUBEPCHUTETE
«Moodle».
0) OrleHOUHBIE MaTepHallbl TEKYIIEro KOHTPOJISI M MPOMEKYTOYHOW aTTECTAllMH T10
nucuuruae (ITpunoxenue 1).
B) CamocTosiTenbHas padoTa CTyACHTOB MPH U3YYCHHUU NUCIUIUIMHBI MPEeIyCMOTPEeHa B
CIEAYIOMHNX BUJAX U popMax:
1. u3yyeHHe TeoOpeTUIEeCKOro MaTepuala Ha OCHOBE Kypca KU, MPesI0KeHHON
JUTEPATYPHI U YIEOHO-METOIMUECKOT0 oOecriedeHus (TIepeueHb JUTEPATYPhI
MIPOBEAEH HIKE);
2. TIPOXOXKJEHHUE TecTa B cucteme moodle;
3. BBINOJIHEHUE TPYMIIOBOTO MPOEKTA.

12. Tlepevyenn yueOHOI JuTEPATYPHI U pecypcoB ceTu UHTepHeT

a) OCHOBHasl TUTepaTypa:

e banumer [1.H. MudopmanmonHas 0e30MacHOCTh W 3amuTa WHPOpMANUU : y4eOHOe
nocobue / bamuer I1.H., ba6amr A.B., bapanoBa E.K.. — MockBa : EBpaswmiickuii
OTKPBITBIA HHCTUTYT, 2012. — 311 c.

e Xopes, II. b. [IporpammHo-anmaparHas 3ammura nHGopmaiuu : yueornoe nocodue / I1.b.
XopeB. — 3-e u3., ucrp. u gorn. — Mocksa : UTHOPA-M, 2021. — 327 c.

e Andepo A.Il. OcHoBbl kpunrorpaduu: yaedonoe mocodue s By3oB / A.Il. Andepos,
A.1O. 3y6oB, A.C. Ky3smun, A.B. Uepemymkua. — 3-¢ u3fd., ucnp. u jgon. — M.:
I'emmoc APB, 2005. — 479 c.

e JKykos, B. I'. bezonacHocTts BbrunciuTenbHbIX cered. Y. 1. ba3oBble MPOTOKOIIBI CTEKA
TCP/IP [DnekTponHbIii pecypce] : yueb. mocodue / B. I'. XKykos. - Kpacnosipck : Cuo.
roc. a3poKocMuu. yH-T, 2012. - 124 c.

e JlessnuH, [1. H. Moznenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. YTIpaBIeHHE TOCTYIIOM
¥ WHPOPMALMOHHBIMH TIOTOKaMU : y4eOHO-MeToandeckoe mocooue / I1. H. [leBsHuna. —
Mockaga : I'opsiuast nunug-Tenexom, 2012. — 320 c.

e Taiinamakun H.A. Teopernueckne OCHOBBI KOMIIBIOTEPHON Oe3omacHOCTH. YdeOHoe
nocobue. ExarepunOypr: uza-so Ypan. Ya-ta, 2008. - 212 c.

0) IONONHUTENbHAS TUTEpaTypa:
o Illanprun, B. ®. KommiuekcHas 3ammra wHQOpManuu B KOPHOPATUBHBIX CHUCTEMax :
yuebHoe nocobue / B. ®. Illanbrun. — Mocksa : POPYM : UHOPA-M, 2020. — 592 c.
e babam A. B. Kpunrorpapuueckue MeToAasl 3amuThl HHQOpManuu. YueOHO-
Metoanueckoe mocooue / A.B. babam. - 2-e uza. - M.: U1l PUOP: HUL] UH®PA-M,
2014. - 216 c.



e Maimok, A. A. 3amura nHGopManuyu B ”HGOPMAITMOHHOM OOIIECTBE : Y4eOHOE TOCOOue
1uist By30B. / A. A. Mamok - Mocksa : ['opsuas nunus - Tenexom, 2015. - 230 c.

B) pecypchl cetu HTEepHeT:

e Kypc “be3onacHocTs cereir” [DnekTpoHHbId pecypc] // HaunonanbabIit OTKPBITHINA
Yuusepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info (nata
oOpatuenusi: 01.09.2021).

e Ornucanue atak Ha KpunTorpaduueckrue mpoToKoIbl [ IneKkTpoHHbIH pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc7457 (nata o6pamenus: 01.09.2021).

e Cnenudukanus nportokosa Transport Layer Security [Onekrponnsiii pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc8446 (nata o6pamenus: 01.09.2021).

13. Ilepeyenb HHGOPMANMOHHBIX TEXHOJIOTHii

a) JINIIEH3MOHHOE U CBOOOIHO PAcCIIpOCTpaHsIEeMOE MPOrPaMMHOE 0OECTICUCHHE:

[IporpammHoe oOecrneueHue JUIsl MOKa3a MPE3eHTAUUi ¢ JEKUUSAMH M IpeACTaBICHUS
OTYE€TOB IO IPYNIOBBIM MpoekTam obyuaromuxcs (Hanp. Adobe Acrobat Reader nnu Microsoft
PowerPoint mnmu wux ananmoru). IIpoeKThl BBIMONHAIOTCA CTYJSHTaMH C HCIIOJIb30BaHUEM
CBOOOTHO-PACTIPOCTPAHSIEMOTO IMPOTPAMMHOT0 00ECTICYCHUSI.

0) UHPOPMALIMOHHBIE CIIPABOYHBIC CHCTEMBI:

— DJNEeKTpOHHBIN KaTajor Hayynoii 6ubnuoTexku Ty -
http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
— DNeKTpoHHAas o6ubnmoTeka (peno3uTOpHiL) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index
— OBC Jlansb — http://e.lanbook.com/
— DBC KoncynbTant cryaenra — http://www.studentlibrary.ru/
— ObpasoBarenbHas mardopma KOpaiit — https://urait.ru/
— DBC ZNANIUM.com — https://znanium.com/
— 9BC IPRbooks — http://www.iprbookshop.ru/

14. MaTepuajibHO-TeXHUYECKOe 00ecneuyeHue

Jlnis peanu3anuyu TUCHMIUIMHBI HEOOXOAUMBI JEKIIMOHHbBIE ayIUTOPUU U ayAUTOPUH IS
NPOBEICHUS TPAKTUUECKUX 3aHATUH. [IpoekTop TpeOyroTcs s JEeMOHCTpaluyd MaTepuaia B
paMKax M3y4yaeMbIX Pa3JiesioB U MIPOBEACHNUS 3aIUThI IPOEKTOB B KOHIIE CEMECTPA.

[Tomemienust s caMOCTOATENbHON pabOThI, OCHALICHHBIE KOMITBIOTEPHON TEXHUKOW W
JOCTYNIOM K ceTu MHTepHeT, B 3JIEKTPOHHYIO HMH(GOPMALMOHHO-00pa30BaTEIbHYIO CpPEeLy U K
MH(POPMALMOHHBIM CIIPABOYHBIM CUCTEMaM.

Jlis coBMeCTHOM paboThl HaJ| IPYNIOBBIM INPOEKTOM PEKOMEHIYETCS HCHOJb30BaTh
COOTBETCTBYIOIIME HH(OPMAIIOHHBIE TEXHOIOTHUHN (HanpuMmep, discord, github u ux ananorn).

15. Undopmanus o paspaboTunkax

TrapnoBckuii Anekcannp CepreeBud, KaHa. ¢u3.-MaT. HAyK, CTApIIANA MPEIOAaBaTelhb
KkadeIppl KOMIBIOTEPHOIN 0€30MaCHOCTH.
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