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1. Ц5;P 8 ?;0=8@C5<O5 @57C;PB0BO >A2>5=8я 48AF8?;8=O 

Ц9?PR BE6B9A<S 8<EJ<C?<AO S6?S9FES HBD@<DB64A<9 E?98GRM<I >B@C9F9AJ<=: 
– "#�-4 – %CBEB59A >B@5<A<DB64FP < 484CF<DB64FP EGM9EF6GRM<9 

<AHBD@4J<BAAB->B@@GA<>4J<BAAO9 F9IAB?B7<< 8?S D9L9A<S ;484K 6 B5?4EF< 
CDBH9EE<BA4?PAB= 89SF9?PABEF< E GK9FB@ FD95B64A<= <AHBD@4J<BAAB= 59;BC4EABEF<. 

– #�-2 – %CBEB59A BJ9A<FP GDB69AP 59;BC4EABEF< >B@CPRF9DAOI E<EF9@ < 
D4;D45BF4FP CDB7D4@@AB-4CC4D4FAO9 ED98EF64 ;4M<FO <AHBD@4J<<. 

$9;G?PF4F4@< BE6B9A<S 8<EJ<C?<AO S6?SRFES E?98GRM<9 <A8<>4FBDO 8BEF<:9A<S 
>B@C9F9AJ<=: 

�"#�-4.3 �ECB?P;G9F EB6D9@9AAO9 <AHBD@4J<BAAB->B@@GA<>4J<BAAO9 
F9IAB?B7<< 8?S D9L9A<S ;484K 6 B5?4EF< CD<>?48AB= @4F9@4F<>< < <AHBD@4F<>< E GK9FB@ 
FD95B64A<= <AHBD@4J<BAAB= 59;BC4EABEF<. 

�#�-2.1 "EGM9EF6?S9F CDB6989A<9 >BAFDB?PAOI CDB69DB> D45BFBECBEB5ABEF< < 
QHH9>F<6ABEF< CD<@9AS9@OI CDB7D4@@AB-4CC4D4FAOI ED98EF6 ;4M<FO <AHBD@4J<<, 
D4;D45BF>G FD95B64A<= > CDB7D4@@AB-4CC4D4FAO@ ED98EF64@ ;4M<FO <AHBD@4J<< 
>B@CPRF9DAOI E<EF9@. 

�#�-2.2 "EGM9EF6?S9F D4;D45BF>G FD95B64A<= CB ;4M<F9, HBD@<DB64A<9 CB?<F<> 
59;BC4EABEF< >B@CPRF9DAOI E<EF9@ < E9F9=, CDB9>F<DB64A<9 CDB7D4@@AB-4CC4D4FAOI 
ED98EF6 ;4M<FO <AHBD@4J<< >B@CPRF9DAOI E<EF9@. 

�#�-2.3 "EGM9EF6?S9F CDB6989A<9 4A4?<;4 59;BC4EABEF< >B@CPRF9DAOI E<EF9@, 
CDB6989A<9 E9DF<H<>4J<< CDB7D4@@AB-4CC4D4FAOI ED98EF6 ;4M<FO <AHBD@4J<< < 4A4?<; 
D9;G?PF4FB6, D4;D45BF>G < F9EF<DB64A<9 ED98EF6 ;4M<FO <AHBD@4J<< >B@CPRF9DAOI 
E<EF9@. 

2. �040G8 >A2>5=8я 48AF8?;8=O 

– <;GK<FP BEAB6AO9 Q?9@9AFO < @9I4A<;@O 695-CD<?B:9A<= (CDBFB>B? HTTP, @B89?P 
DOM, CB?<F<>4 SOP, 695-5D4G;9DO, 695-E9D69DO, 54?4AE<DB6M<>< A47DG;><); 

– <;GK<FP BEAB6AO9 4F4>< A4 695-CD<?B:9A<S: XSS, SQL, CSRF, IDOR < 8D.  
– A4GK<FP B5A4DG:<64FP < ;4M<M4FPES BF 4F4> D4EE@4FD<649@OI >?4EEB6. 

3. М5AB> 48AF8?;8=O 2 AB@C:BC@5 >1@07>20B5;P=>9 ?@>3@0<<O 

�<EJ<C?<A4 BFABE<FES > K4EF< B5D4;B64F9?PAB= CDB7D4@@O, HBD@<DG9@B= 
GK4EFA<>4@< B5D4;B64F9?PAOI BFABL9A<=. �<EJ<C?<A4 6IB8<F 6 @B8G?P «%C9J<4?<;4J<S 
"$4;D45BF>4 ;4M<M9AAB7B CDB7D4@@AB7B B59EC9K9A<S"». 

4. %5<5AB@(O) >A2>5=8я 8 D>@<0(O) ?@><56CB>G=>9 0BB5AB0F88 ?> 48AF8?;8=5 

&D9F<= E9@9EFD, ;4K9F 

5. �E>4=O5 B@51>20=8я 4;я >A2>5=8я 48AF8?;8=O 

�?S GEC9LAB7B BE6B9A<S 8<EJ<C?<AO FD95GRFES D9;G?PF4FO B5GK9A<S CB 
8<EJ<C?<A4@ CD98L9EF6GRM97B GDB6AS B5GK9A<S. 

6. /7O: @50;870F88 

$GEE><= 

7. �1N5< 48AF8?;8=O 

"5M4S FDG8B9@>BEFP 8<EJ<C?<AO EBEF46?S9F 2 ;.9., 72 K4E4, <; >BFBDOI: 
-?9>J<<: 18 K. 
-?45BD4FBDAO9: 16 K. 
"5N9@ E4@BEFBSF9?PAB= D45BFO EFG89AF4 BCD989?9A GK95AO@ C?4AB@. 



8. %>45@60=85 48AF8?;8=O, AB@C:BC@8@>20==>5 ?> B5<0< 

&9@4 1. �DI<F9>FGD4 695-CD<?B:9A<= 
"EAB6AO9 Q?9@9AFO < @9I4A<;@O 695-CD<?B:9A<= 
&9@4 2. #B<E> GS;6<@BEF9= > 4F4>4@ CSRF. 
�;GK9A<9 4F4>< CSRF A4 695-CD<?B:9A<9, CB<E> GS;6<@BEF9= > 4F4>9 
&9@4 3. #B<E> GS;6<@BEF9= > 4F4>4@ XSS 

�;GK9A<9 4F4>< XSS A4 695-CD<?B:9A<9, CB<E> GS;6<@BEF9= > 4F4>9 
&9@4 4. #B<E> GS;6<@BEF9= > 4F4>4@ SQL 

�;GK9A<9 SQL 4F4>< A4 695-CD<?B:9A<9, CB<E> GS;6<@BEF9= > 4F4>9 
&9@4 5. #B<E> GS;6<@BEF9= > 4F4>4@ IDOR 

�;GK9A<9 4F4>< IDOR, CB<E> GS;6<@BEF9= > 4F4>9 
&9@4 6. #B<E> GS;6<@BEF9= 6 @9I4A<;@4I GCD46?9A<S E9EE<S@<. 
'S;6<@O9 @9I4A<;@O 4GF9AF<H<>4J<< < GCD46?9A<S E9EE<9=. &9EF<DB64A<9 

;4M<M9AABEF< @9I4A<;@4 GCD46?9A<S 8BEFGCB@ < E9EE<= 

&9@4 7.  9FB8O 46FB@4F<;4J<< CB<E>4 GS;6<@BEF9= 

�;GK9A<9 ECBEB5B6 46FB@4F<;4J<< CB<E>4 GS;6<@BEF9= 6 CDB7D4@@AB@ 
B59EC9K9A<< A4 EBBF69FEF6GRM<I GDB6ASI 97B D4;D45BF><. 

9. &5:CM89 :>=B@>;P ?> 48AF8?;8=5 

&9>GM<= >BAFDB?P CB 8<EJ<C?<A9 CDB6B8<FES CGF9@ >BAFDB?S CBE9M49@BEF<, 
CDB6989A<S >BAFDB?PAOI D45BF, >BAFDB?S 6OCB?A9A<S ?45BD4FBDAOI D45BF, BCDBEB6 CB 
?9>J<BAAB@G @4F9D<4?G, < H<>E<DG9FES 6 HBD@9 >BAFDB?PAB= FBK>< A9 @9A99 B8AB7B D4;4 
6 E9@9EFD. 

10. �>@я4>: ?@>2545=8я 8 :@8B5@88 >F5=820=8я ?@><56CB>G=>9 0BB5AB0F88 

(BD@4 CDB@9:GFBKAB= 4FF9EF4J<< – ;4K9F. "5GK4RM<=ES 8B?:9A ;A4FP BF69FO A4 
6BCDBEO, CD<6989AAO9 6 CD<?B:9A<< 1 – BJ9ABKAO9 @4F9D<4?O, < CDB89@BAEFD<DB64FP 
A46O>< 6OS6?9A<S GS;6<@BEF9= 6 695-CD<?B:9A<SI. #D< QFB@ BJ9A>4 «�4KF9AB» EF46<FES, 
9E?< EFG89AF 6OCB?A<? ?45BD4FBDAO9 D45BFO < 6?4899F 5B?PL9= K4EFPR F9BD9F<K9E>B7B 
@4F9D<4?4. "J9A>4 «!9 ;4KF9AB» – EFG89AF A9 6OCB?A<? ?45BD4FBDAO9 D45BFO < A9 BE6B<? 
5B?PLGR K4EFP F9BD9F<K9E>B7B @4F9D<4?4. 

11. 'G51=>-<5B>48G5A:>5 >15A?5G5=85 

4) 1?9>FDBAAO= GK95AO= >GDE CB 8<EJ<C?<A9 6 Q?9>FDBAAB@ GA<69DE<F9F9 
«Moodle»  

5) "J9ABKAO9 @4F9D<4?O F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<< CB 
8<EJ<C?<A9 (#D<?B:9A<9 1). 

12. �5@5G5=P CG51=>9 ;8B5@0BC@O 8 @5AC@A>2 A5B8 �=B5@=5B 

4) BEAB6A4S ?<F9D4FGD4: 
1. �. Ш>?SD, $. $B;9A. �DI<F9>FGD4 695-CD<?B:9A<=. -  .: 1>E@B, 2011. - 640 E. 
2. OWASP  Testing Guide. URL: https://www.owasp.org/index.php/OWASP Testing 

Guide v4 Table of Contents. 

 

5) 8BCB?A<F9?PA4S ?<F9D4FGD4: 
1. �. �BK9F>B6. (<?BEBH<S Application Security. URL: 

https://www.youtube.com/watch?v=mb7tcT-9VXk 



2. �. �BK9F>B6. #D<>?48A4S F9BD<S 59;BC4EABEF< CD<?B:9A<=. – URL: 

https://my.webinar.ru/record/622509/?i=574d3d07f32978bOae039c8604b45409 

 

6) D9EGDEO E9F< �AF9DA9F: 
%FD4A<J4 >GDE4 A4 Github.com: https://github.com/tsu-iscd/web-application-

security/blob/master/README.md. 

13. �5@5G5=P 8=D>@<0F8>==OE B5E=>;>389 

4) ?<J9A;<BAAB9 < E6B5B8AB D4ECDBEFD4AS9@B9 CDB7D4@@AB9 B59EC9K9A<9: 
– Burp Suite, OWASP ZAP, VirrualBox <?< VMWare Player, Kali Linux 
 

5) <AHBD@4J<BAAO9 ECD46BKAO9 E<EF9@O: 
– 1?9>FDBAAO= >4F4?B7 !4GKAB= 5<5?<BF9>< &�' – 

http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system  

– 1?9>FDBAA4S 5<5?<BF9>4 (D9CB;<FBD<=) &�' – 
http://vital.lib.tsu.ru/vital/access/manager/Index  

– 1�% �4AP – http://e.lanbook.com/     

– 1�% �BAEG?PF4AF EFG89AF4 – http://www.studentlibrary.ru/   

– "5D4;B64F9?PA4S C?4FHBD@4 2D4=F – https://urait.ru/  

– 1�% ZNANIUM.com – https://znanium.com/ 

– 1�% IPRbooks – http://www.iprbookshop.ru/ 
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�G8<FBD<< 8?S CDB6989A<S ;4ASF<= ?9>J<BAAB7B F<C4. 
�G8<FBD<< 8?S CDB6989A<S ?45BD4FBDAOI ;4ASF<=, <A8<6<8G4?PAOI < 7DGCCB6OI 

>BAEG?PF4J<=, F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<<. 
#B@9M9A<S 8?S E4@BEFBSF9?PAB= D45BFO, BEA4M9AAO9 >B@CPRF9DAB= F9IA<>B= < 

8BEFGCB@ > E9F< �AF9DA9F, 6 Q?9>FDBAAGR <AHBD@4J<BAAB-B5D4;B64F9?PAGR ED98G < > 
<AHBD@4J<BAAO@ ECD46BKAO@ E<EF9@4@. 

15. �=D>@<0F8я > @07@01>BG8:0E 

�B?97B6 �9A<E !<>B?496<K, >4A8. F9IA. A4G>, 8BJ9AF, 8BJ9AF >4H98DO 
>B@CPRF9DAB= 59;BC4EABEF<. 
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