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1. leab U muIaHMPyeMble Pe3yJabTATHI 0CBOEHUS AUCHUILINHBI

L{enpto OCBOCHUS JUCIUIUIMHBI SBISETCS OPMUPOBAHHE CISTYIOIX KOMIIETEHIIUMN:

— OIIK-2 — CriocoOeH COBEpIIEHCTBOBATh M PEaM30BBIBATh HOBBIE MAaTEMAaTHUYECKHE
METO/Ibl peIICHUS PUKIIAJAHbIX 3aa4.

—OIIK-4 - CoocobeH KOMOMHUPOBATH W aJalTUPOBATh  CYHIECTBYIOIIUE
WH()OPMAIMOHHO-KOMMYHHKAIMOHHbIE TEXHOJOTHUW I pElmIeHHWs 3amad B 00JacTu
npogeccuoHaNbHON IESTENbHOCTH € YYETOM TpeOoBaHUN HHPOPMAIIMOHHON 0€30I1aCHOCTH.

—IIK-4 — Cnoco0eH ympaBisaTh NOJyYEHHEM, XpaHEHHEM, Iepenayeit, oOpaboTKoi
OOJIBIIINX JaHHBIX.

Pesynbpratamu 0CBOCHMS TUCLUIUIMHBI ABISIOTCS CIEIYIOINE MHAUKATOPbI JOCTHKEHUS
KOMITETCHIIHM:

NTIK-4.2 Vcmonws3yer MeToAbl W WHCTPYMEHTHI IIOJYYEHHs, XpaHCHHWS, Tepenayu,
00pabOTKH OOJBIIUX TAHHBIX.

NOIIK-2.1 Ucnionp3yeT pe3ynbTaThl MPUKIaIHON MATEMAaTUKH JJIs1 OCBOEHU S, a/lall TAalluu
HOBBIX METO/IOB PELIEHNUs 3a/1a4 B 001aCTH CBOUX MPO(ECCHOHATBHBIX HHTEPECOB.

NOIIK-4.2 YuuTeiBaeT OCHOBHbIE TpeOOBaHU S MH(POPMAIITMOHHON 6€3011aCHOCTH.

Kaxnas u3 3adBJICHHBIX KOMIIETEHIUH OTpakaeT HECKOIbKO 00pa30BaTEeIbHBIX
pe3yJIbTaToB:

OP-2.1.1 Bnaners: COBPEMEHHBIMU MH(QOPMALIMOHHO-KOMMYHHKAI[MOHHBIMU
TEXHOJIOTUSIMU JJIS1 peIIeHus 3a7a4 B 001acCTH MPUKIAJHOW MaTEMAaTUKH C y4eTOM TpeOOBaHMM
uH(OopMaOHHOHN 6€3011aCHOCTH;

OP-2.1.2 VYMeTh: HCHONB30BaTh HM3BECTHBIC KPHITOTPAPUUCCKHE CHCTEMBI JUIS
oOecrieyeHus 6€30M1aCHOCTH KOMIIBIOTEPHBIX CUCTEM;

OP-2.1.3 3narb: BUIBl NOJUTUK KOHTPOJIS JOCTyNa W COOTBETCTBYIOIME MOJENIU
0e30macHOCTH JUIsl pa3pabOTKM M aHalIM3a MEXaHU3MOB KOHTPOJIS JOCTYINAa KOMITBIOTEPHBIX
CHUCTEM;

OP-4.2.1 3nath: ocHOBHBIE TpeOOBaHUsI WH(OPMAIIMOHHOMN 0€301MaCH OCTH K MOJIUTHKAM
KOHTPOJIS 10CTYyTa U KPUIITOT paMueCKUM IPOTOKOJIAM 3allUThl JaHHBIX;

OP-4.2.2 3HaTh: OCHOBHbIE  HaNpaBJEHUs aTaK Ha  PacHpOCTpaHEHHBIE
TEJIEKOMMYHUKAIIMOHHBI MPOTOKOJIBI JUIsl OpraHu3allid Mep IO IPOTUBOJCHCTBHUIO TaKUM
aTakam;

OP-4.2.3 Biagets: HaBbIKaMM MPOBEJCHUS KOHTPOJIBHBIX IPOBEPOK PabOTOCIIOCOOHOCTH
1 3(PEKTHBHOCTH NPUMHUTHBOB Pa3pabOTKH CHCTEM KOHTPOJS JOCTyHa M MEXaHWU3MOB HX
peanu3anuu A1 pa3padoTKu 0€30MacHbIX KOMIIBIOTEPHBIX CHCTEM;

OP-4.2.4 VYwmerb: pa3zpabaTbiBaTh TpeOoBaHUA K Oe30macHOMY (YHKIIMOHHPOBAHHIO
TEJIEKOMMYHHUKAI[MOHHBIX CUCTEM U OLIEHUBATh UX pab0TOCTIOCOOHOCTH U 3(h(HEeKTUBHOCTD;

2. 3a1auu ocBOeHHS JUCHMILINHDI

e HayuuThCcs  WCHONB30BAaTh  COBPEMEHHBIE  HH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIE
TEXHOJIOTHH I pEIIeHUs 3aJad B O0O0JacTH MPUKIATHON MaTEMAaTHKH C YYETOM
TpeboBaHM MH(OPMALIMOHHOI 6€30IaCHOCTH.

e HayuuThCcs HCIOIB30BaTh M3BECTHBIC KPUIITOTPAQUUCCKUE CHCTEMbI JIJIsl 00CCIICUeHUS
0€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.

e HayuuThCcs WCHONB30BATH OCHOBHBIC BHIBl MOJUTHK KOHTPOJS JOCTyNa U
COOTBETCTBYIOIIME MOJICIIM OC30MacHOCTH JUIsl pa3pabOTKH W aHaju3a MEXaHHU3MOB
KOHTPOJISL TOCTYyIIa KOMIBIOTEPHBIX CUCTEM.

e HayunThCcs aHANM3UPOBATH OCHOBHBIE TPeOOBaHUS WHGOPMAIIMOHHON 0€30IaCHOCTH K
MOJIUTHUKAM KOHTPOJIS AOCTYIIA U KPUNITOTpaQUuUeCKUM MPOTOKOJIAM 3aIIUTHI TaHHBIX.



e HayuuTeCcs yuuTHIBaTH OCHOBHBIE HAIpaBJIEHMs arTak Ha pacHpoCTpaHEHHBIE
TEJIEKOMMYHHUKAI[MOHH I IPOTOKOJIBI AJ1 OpPraHU3alliy MEp 110 IPOTUBOAEH CTBUIO TAKUM
aTaKkam.

e HayuuTbCcs NpPUMEHSATH CYLIECTBYIOIIME NPUMUTUBBI pa3pabOTKH CHCTEM KOHTPOJISA
JOCTYNa ¥ MEXaHW3Mbl MX PEATM3ALHH sl pa3pabOTKH OE30MacHBIX KOMIBIOTEPHBIX
CHCTEM.

e HayuuThcst IpUMEHATH 3HAaHUS MATEMAaTHYECKIX OCHOB KPUIITOTpapuyecKX allrOPUTMOB
JUI X IPOrPaMMHON peaan3aliy U BHEAPEHUS B KOMITBIOTEPHBIE CUCTEMBI.

e Hayuutscs oOecneunBath Oe3zomacHoe (YHKIHOHHPOBAHHME TEIEKOMMYHUKAIIMOHHBIX
IPOTOKOJIOB.

3. MecTo AUCUMILIUHBI B CTPYKTYpPe 00pa3oBaTe/ibHOI MPOrpaMMbl

JlMcuuruimHa OTHOCHUTCS K dYacTH 00pa3oBaTeNIbHOM MpOrpaMMbl, (GOpMUpYyeMOn
y4acTHUKaMH 00pa30BaTelbHBIX OTHOLIEHUN, mpeniaraercs oOydalommMcs Ha BBIOOp.
Hucuunnuna BxomuT B «lIpodeccnonanbHble MOIyTu 1O BeIOOpY» Moaynib «BBenenue B
1H()OpMAIOHHYIO O€3011aCHOCTHY.

4. Cemectp(b1) ocBoeHus U GopMa(bl) IPOMEKYTOUHON aTTECTANMHU MO TUCIIUTIIHHE

Bropoii cemectp, 3auer

5. BxoaHble Tpeﬁonamm AJIsi OCBOCHUSA JUCHHUIIJIMHBI

J71st ocBOGHU S MU CITUTLITMHBI HEOOXOAMMO 3HAaTh OCHOBBI JJUCKPETHOM MaTEeMaTUKH, 00 1Tie
areOpbl, KOMITBIOTEPHBIX CETeH U ONEpalliOHHBIX CHCTEM.

IIpepexkBu3uTEl ~ OUCHMIUIMHBL:  BBeneHne B NPOrpaMMHYI0  MHIYKEHEPHIO,
NHdopmanronHas 6e30nacHOCTb U paboTa ¢ IePCOHATBHBIMU JAHHBIMHU.

6. SI3bIK peaau3anuu

Pyccknit

7. O0beM TUCHUILINHBI

OOmast TpPyI0€MKOCTh TUCITUTUIMHBI cocTaBisieT 3 3.€., 108 yacoB, U3 KOTOPHIX:

-IEKIMU: 32 4.
O0beM caMOCTOATENFHON PabOTHI CTYACHTA ONpe/esicH yueOHbIM IIJIAHOM.

8. Conepma}me AUCHUIIIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM

Tema 1. OOume NOHATHS KOMITBIOTEPHOM 0€30MaCHOCTH

OCHOBHBIE MOHSATH ST KOMITBIOTEPHOH Oe3omacHocTH. KoH(pUICHIINaTbHOCTh, IEITOCTHOCTh
¥ IOCTyIHOCTh HH(opManuu. Bupl aTak Ha KOMIIBbIOTEpHBIE cHcTeMBbl. [IpaBoBOe obecrieyeHne
KOMITBIOTEPHON 0€3011acHOCTH.

Tema 2. OcHOBBI ceTeBOM 0€3011aCHOCTH

ATaku Ha TeneKoMMyHUKanuoHHble MpoTokosbl. Ctek TCP/IP u arakm Ha Hero. DD0S
araku (DNS, HTTP, TCP, MAC-flooding). MAC flooding u spoofing. MexcereBbie 3KpaHbI.
1110361 CETEBOT0 M IPUKIATHOTO YPOBHEMN, TAKETHBIE (PUITBTPHI.

Tema 3. Kpunrorpaduueckas 3ammra uHGOpMaIium

Benenue B kpunrorpaduto. [HIudper moacTaHoBKY 1 niepecTaHOBKU. CUMMETPUY HBIC U
acCHUMETpUYHbBIC KpunTocucTeMsbl. [lotounsie u Onounbie mmdpsl. AES (Advanced Encryption
Standard) u DES. Pexumsl nmdposanus. Hash-pynkuuu u nudposas moanuce. [lepenaua



ceancoBoro kiaroua (RSA u anroputm Juddpu-Xenmana). Perfect forward secrecy. IIudposanue
uHTepHeT-Tpaduka Ha mpumepe Transport Layer Security. Otmuuns TLS 1.3 u 1.2.

Tema 4. YnpaBieHue JOCTYIIOM.

KoHTpons gocTyIa B KOMIOBIOTEPHBIX CUCTEMaX. J{MCKpellnOHHAas U MaHAaTHAs TTOJTUTHKU
KOHTpOJsl moctyrna. OCHOBHBIC MOJCITH M MEXaHHW3Mbl KOHTPOJS JOCTylla B KOMITHEOTCPHBIX
cucreMax. MeTopl peanu3anuu moauTrk koutposs goctymna (IBAC, LBAC, RBAC, ABAC).

9. Tekymiuii KOHTPOJIb 10 JUCUMUILINHE

Texymuii KOHTPOJIb 1O AUCLUILIMHE IPOBOAUTCS TyTEM IPOXOXKICHHUS TECTOB B CUCTEME
moodle, BBITIONHEHUS M TPEACTABICHUS TPYNIIOBOrO MpoeKkTa W (ukcupyercss B ¢opme
KOHTPOJIbHOM TOUYKHM HE MEHEE OJHOT'0 pa3a B CEMECTP.

TumnoBkle 3aJaHUS U NHBIE HEOOXOIUMBIE ISl TEKYLIET0 KOHTPOJIsI MaTepUalbl IPUBEIEHbI
B [Ipunoxenuu 1 x paboueit nporpamme «DOH]T OLIEHOUHBIX CPEACTBY.

10. [opsiok NpoBeieHHs] 1 KPUTEPUH OLIEHUBAHUS MPOMEKYTOYHOM aTTeCTALUH

[TpomexyTouHast aTTecTalus MO TUCIUIUIMHE TPOBOJUTCS B (pOpME YCTHOTO 3auéTa 1o
TeopeTndeckoMy Mmarepuanmy. Kakmelid Owier uis yCTHOTO 3a4éra COCTOMT U3 JIBYX
TEOPETUYECKUX BOMPOCOB IO PANIUUYHBIM TeMaM AUCIUILIMHBI, a TakXKe COMPOBOXKIAETCS
JOTIOTHUTEIBHBIMHU BOIIPOCAMH 10 TEMaM JAUCITUTIITNHEI.

IIpuMepsI BONPOCOB K 3a4ETy
KonpuaeHnanbHOCTh, IIENIOCTHOCTh U IOCTYITHOCTh HH(OPMALIHH.
[Mudposas noanuce
JluckpernoHHas 1 MaH1aTHas TOJIUTUKY KOHTPOJIS IOCTyIa
[Tepenaga ceancoBoro kimtoua (RSA u amroput™ uddu-Xenmana). Perfect forward
secrecy.
5. CuMMeTpuYHBIE U ACHMMETPUYHBIC MU (PHI.

PN pE

OcranbHble BONPOCH U TaK)Ke€ KPUTEPUHU OLIEHUBAHMS NpuBeAcHbl B [Ipunoxenun 1 k
paboueii nporpamme «POH OLIEHOYHBIX CPEJICTB

Jns momycka K YyCTHOMY JK3aMEHY HEOOXOJIMMO IMPOXOXKJIEHHUE TEKYIIeH aTTeCTalluH,
KOTOpasi BKJIIOYAET CIEAYIOIINE TyHKTHI.

1. BolnoaHeHue rpyInmnoBoro npoeKTa

2. Ilpoxoxknenue TectoB B cuctemMe moodle. TecT cumTaeTcs NpOWIIEHHBIM, €CIU
oOydatomuiics BepHo oTBetunl Ha 70% BompocoB wuiam Oonee. B ciywae Heymaum —
HpCILOCTaBJUICTCFI JOITOJIHUTCIBbHAA ITOIIBITKA.

11. YuyeOHO-MeTOAMYECKOE O0ecIeYyeHne

a) DJIEKTPOHHBIN y4eOHBIH KypC MO AUCIUTIIINHE B 2JIEKTPOHHOM YHUBepcutere « Moodle»
- https://mood le.tsu.ru/course/view.php?id=5580

0) OLleHOYHBIE MaTepHaIbl TEKYIIEro KOHTPOJS M MPOMEXKYTOUHOW aTTecTaluu Io
nucuuniune (Ilpunoxenue 1).

B) CamocrosTenpHas padoTa CTYIEHTOB IIPU M3yYCHHUHU TUCHHUILINHBI IPEIyCMOTPEHA B
CIIEIYIOIUX BUIaX U popMax:

1. u3yyeHue TEOPETHUUYECKOTO MaTepuasa Ha OCHOBE Kypca JIEKIU, TPeII0KEHHON
JUTEPaATYPhl U y9€OHO-METOIMUECKOr0 o0ecrieueHus (IepeueHb JIUTEepaTyphl
IpOBEIEH HIXKE);

MPOXOJKACHHUE TecTa B cucteme mood le;
3. BBHITIOJIHEHHUE TPYIIITOBOTO IIPOESKTA.

N



12. IlepeyeHb yueOHOM JuTEepaTypbl H pecypcoB cetu IHTepHeT

a) OCHOBHas JINTEpaTypa:

banuer I1.H. UadopmanimornHas 6€301macHOCTb 1 3a1uTa HHPOpMaIHH : yaeOHOe mocooue
/ bamel I1.H., babam A.B., bapanosa E.K.. — Mocksa : EBpasuiickuii OTKpBITBIi
UHCTHUTYT, 2012. — 311 C.

Xopes, I1. b. [IporpammHo-anmaparHas 3amuTa nHGopMaluu : yaueonoe mocooue / I1.b.
XopeB. — 3-¢ u3n., ucnp. u gon. — Mocksa : UH®PA-M, 2021. — 327 c.

Andepor A.Il. OcHoBwl kpunTorpadguu: yuedbHoe mocodue mist By30B / A.Il. Andepos,
A 1O. 3y6oB, A.C. Ky3pmuH, A.B. Yepemymkus. — 3-e u3l., ucnp. u gon. — M.: ['ennoc
APB,2005. — 479 c.

Kyxkos, B. I'. bezonacHocts BbrunciautenbHbix cereil. Y. 1. bazoBble mpOTOKOJIbI CTEKA
TCP/IP [DnexTponHbli pecypc] : yueb. mocodue / B. I'. XKykos. - KpacHosipck : Cub. roc.
a’pokocMud. yH-T, 2012. - 124 c.

Hessuun, [1. H. Moaenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM. YTIPABJICHHE TOCTYIIOM
Y MHQOPMALIMOHHBIMU IOTOKAMH : yuyeOHo-MeToaunueckoe nocoodue / I1. H. JleBssHuH. —
Mockaa : ['opsiuag nunusi-Tenekom, 2012. — 320 c.

laiinamakun H.A. Teopernueckne OCHOBBI KOMIBIOTEpPHON Oe€30macHOCTH. YueOHOe
nocobue. ExarepunOypr: u3a-so Ypan. Yu-ta, 2008. - 212 c.

0) AOTMOJTHUTEbHAS TUTEpaTypa:

[lanerun, B. ®. KommiekcHas 3ammra wHGOPMAIUM B KOPIOPATHBHBIX CHUCTEMaXxX :
yuebHoe nocobue/ B. ®@. lllanbrun. — Mocksa : DOPYM : UHOPA-M, 2020. — 592 c.
babam A. B. Kpunrorpapuueckue wmerompl 3amuThl MHGOpMANWU. Y4eOHO-
MeToandeckoe mocooue / A.B. babamt. - 2-¢ u3za. - M.: Ul PUOP: HUL| MUH®PA-M, 2014.
-216c.

Mamnrok, A. A. 3ammTa nHbOpMay B HHGOPMAITMOHHOM OOIIECTBE : yueOHOE mocodue
Ui By30B. / A. A. Mamok - Mocksa : 'opsiaas muaus - Tenexom, 2015. - 230 c.

B) pecypchl cetd MIHTepHeT:

Kypc “be3onacHocTts ceteit” [DnekTponnslil pecypce]| / HarmmonanbHbiit OTKpBITHII
Yuausepcurer "MHTYUT". URL: http://www.intuit.ru/studies/courses/102/102/info (mata
obpamenus: 01.09.2021).

Onucanue aTak Ha KpunTorpaduueckue MpoToKoJIb [ DekTpoHHbIH pecypc]. URL:
https://datatracker.ietf.org/doc/html/rfc7457 (nara obpamenus: 01.09.2021).

Cnenudukamnus npotokona Transport Layer Security [Dmextponnsiit pecypc]. URL:
https://datatracker.ietf.org/doc/ntml/rfc8446 (nara oopamenus: 01.09.2021).
13. IlepeyeHb HH(POPMALMOHHBIX TEXHOJIOTHii

a) TMIIEH3UOHHOE ¥ CBOOOIHO PaCIpOCTPaHIEMOE TTPOrpaMMHOE 00eCTICUCHHE:
[Tporpammuoe obecriedeHue s MOKa3a MPE3eHTANH C JISKIUSAMU U TPEICTaBICHUS

0T4ETOB TI0 TPYIIOBBIM MpoekTam oOy4atonmxcs (Harmp. Adobe Acrobat Reader wiu Microsoft
PowerPoint wnm ux aHamoru). IIpoeKThl BBIMONHSIOTCA CTYJACHTAMH C HCIIOJIb30BaAaHHEM
CBOOOTHO-PACTIPOCTPAHAEMOT 0 IIPOIPAMMHOI'0 00eCICUEHUSI.

0) nHGOPMaIIOHHBIE CITPABOYHBIE CHCTEMBI:
— DNIEKTPOHHBIN Karajaor Hayunoii OoubnuoTexu Ty —

http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system

— DJIeKTpOHHAas OoubmuoTexa (pemo3uTopuit) Ty —

http://vital.lib.tsu.ru/vital/access/manager/Index

— 9BbC Jlans — http://e.lanbook.com/
— 9BbC KoncyneranT cryaeaTa — http://www.studentlibrary.ru/


http://chamo.lib.tsu.ru/search/query?locale=ru&theme=system
http://vital.lib.tsu.ru/vital/access/manager/Index
http://e.lanbook.com/
http://www.studentlibrary.ru/

— O6pazoBarenpHas miardopma KOpaiit — https://urait.ru/
— 3BbC ZNANIUM.com — https://znanium.com/
— OBC IPRbooks — http://www.iprbookshop.ru/

14. MaTepHajibHO-TeXHUYECKOE obecrneyeHmne

JUis peanuzanuy TUCIUTIIMHBI HEOOXOUMBI JIGKIIMOHHBIE ayTMTOPUHU U ay TUTOPUH IS
MPOBEICHUS MpPaKTHUYeCKUX 3aHsATUil. [IpoekTop TpeOyroTcs Ui NEMOHCTpalluy Marepuana B
paMKax U3y4yaeMbIX pa3fesioB U MPOBEICHUS 3alUThI IPOSKTOB B KOHIIE CEMECTpa.

[Tomerenus Ui CaMOCTOSITENILHOM pabOThI, OCHAICHHBIE KOMIBIOTEPHOW TEXHUKOU M
JOCTYyNOM K ceth MHTepHeT, B 3JIEKTPOHHYI0 MH(GOpPMAIMOHHO-00pa30BaTeIbHYI0 Cpely U K
UH()OPMAIIMOHHBIM CIIPAaBOYHBIM CHCTEMAM.

Jnst coBMecTHOM pabOThl Haja T'PYIIOBBIM IMPOEKTOM PEKOMEHAYETCSl MCIOJIb30BaTh
COOTBETCTBYIOIIME MH(OPMAITMOHHBIE TeXHOIOTHH (HanpuMmep, discord, github u ux anamormn).

15. Uudopmanus o pazpadoTyukax

TeapnoBckuit Anekcanap CepreeBud, KaHj. ¢u3.-MaT. HayK, CTapUIM{ MPernoaBaTellb
Kadeapbl KOMIBIOTEPHON 0€30MacHOCTH.


https://urait.ru/
https://znanium.com/
http://www.iprbookshop.ru/

